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Abstract—This paper reviews research from several EU
Projects that have addressed cybersecurity using techniques
based on Machine Learning, including the security of Mobile
Networks and the Internet of Things (IoT). These research
projects have considered IoT Gateways and their design, security
and performance, the security of digital health systems that
are interconnected across Europe to provide health services
to pople who travel through the EU, and related issues of
the energy consumption and sustainability in Information and
Communication Technologies (ICT) and their cybersecurity. The
methods used in much of these research projects are based on
Machine Learning both for attack detection and dynamic attack
mitigation, as well as performance analysis and measurement
techniques based on applied probability models.

Index Terms—Cybersecurity, Secure Mobile Networks, Ma-
chine Learning, IoT Gateways, Secure Health Informatics, Attack
Detection, Cyber-Attack Mitigation, IoT Massive Access Problem,
Adaptive Network Routing, ICT Sustainability

I. INTRODUCTION

Cybersecurity has substantially grown as a research area due
to the massive growth of cyberattacks, the increasing interest
in the IoT and cyber-physical systems [13], [14], and the
European Union’s recommendations with regard to security
and privacy [15], which is our main area of research interest
[10]–[12]. Even when they are unsuccessful, cyberattacks and
the additional software needed to offer better security, create
additional costs including increased energy consumption in
computer systems and network and the resulting greenhouse
gases (GHG) [16]–[19]. Hence energy consumption in mobile
networks in the presence of attacks has also received attention
[20], [21].

Thus several of the International Symposia on Computer
and Information Sciences (ISCIS), that were held in Turkey,
France, the USA, the UK, and Poland [1]–[8] have covered
this important area over more than a decade. Most recently, the
ISCIS CyberSecurity 2021 Symposium presented a summary
of the work in several projects funded by the European
Commision, just as the previous event [9],

The European Commission has funded an increasing num-
ber of research and innovation projects on cybersecurity that
we will summarize in this paper, namely:

• NEMESYS on the cybersecurity of mobile telephone
system [22]–[26],

• The project SDK4ED that mainly focused on energy sav-
ings [27], [28] but also considered issues of Cybersecurity
and Reliability [29].
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• KONFIDO [30]–[33] on the security of communications
and data transfers for interconnected European national
or regional health services,

• GHOST [34], [35] regarding the security of IoT systems
for the home, and the design of secure IoT home gate-
ways,

• SerIoT on the Cybersecurity of IoT systems [36], [37]
with a range of applications in supply chains, smart cities,
smart manufacturing, and other areas.

• IoTAC, which secures IoT networks by strengthening the
protection of gateways and developing techniques such as
Botnet detection, system wide vulnerability assessement
[38], [39], and the optimization of the massive access to
IoT gateways [40], [41].

Much of this research uses principles of probabilistic comput-
ing [42]–[46] due to the probabilistic and random nature of
attacks themselves. Indeed cyberattacks occur at unpredictable
instants, and themselves attempt to hide their own intentions
by using random behaviours. It also discusses some results
from the SDK4ED project concerning the energy efficient
handling of system reliability issues through checkpointing
[47], [48].

II. IMPROVING THE SECURITY OF MOBILE TELEPHONY

Cybersecurity of mobile telephony is a fundamental societal
issue. The related problems are axacerbated by the fact that
most mobile phones offer opportunistic connections [49],
[50] to WIFI and other wireless networks which are not
part of the mobile operators’ core infrastructure. This creates
vulnerabilities that need to be monitored on the mobile device
itself, which is the motivation for the work in [51], [52].

On the other hand, the work described in [53], [54], con-
cerns a form of Distributed Denial of Sevrice (DDoS) attacks
on the signalling plane of the core mobile network which are
caused by malicious software which is deposited in the mobile
devices. Related work conducted witin the EU NEMESYS
project [55]–[57] using queueing theoretic methods [58], [59].

Early work on DDoS Attacks [60] had proposed self-aware
networks and the Cognitive Packet Network (CPN) [61]–
[64] to detect and couter-attack against DDoS, by identifying
sources of attacks by following upstream the attacking traffic,
using CPN’s ACK packets to “drop” attacking traffic at
upstream routers [60], [65]. It was also applied to mitigate
worm attacks and to deviate user traffic so as to avoid insecure
nodes [66]–[68]. Related issues include the management of
keys [69], [70], and the study and mitigation of signalling
storms in mobile telephony [52], [53].
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• KONFIDO [30]–[33] on the security of communications
and data transfers for interconnected European national
or regional health services,

• GHOST [34], [35] regarding the security of IoT systems
for the home, and the design of secure IoT home gate-
ways,

• SerIoT on the Cybersecurity of IoT systems [36], [37]
with a range of applications in supply chains, smart cities,
smart manufacturing, and other areas.

• IoTAC, which secures IoT networks by strengthening the
protection of gateways and developing techniques such as
Botnet detection, system wide vulnerability assessement
[38], [39], and the optimization of the massive access to
IoT gateways [40], [41].

Much of this research uses principles of probabilistic comput-
ing [42]–[46] due to the probabilistic and random nature of
attacks themselves. Indeed cyberattacks occur at unpredictable
instants, and themselves attempt to hide their own intentions
by using random behaviours. It also discusses some results
from the SDK4ED project concerning the energy efficient
handling of system reliability issues through checkpointing
[47], [48].

II. IMPROVING THE SECURITY OF MOBILE TELEPHONY

Cybersecurity of mobile telephony is a fundamental societal
issue. The related problems are axacerbated by the fact that
most mobile phones offer opportunistic connections [49],
[50] to WIFI and other wireless networks which are not
part of the mobile operators’ core infrastructure. This creates
vulnerabilities that need to be monitored on the mobile device
itself, which is the motivation for the work in [51], [52].

On the other hand, the work described in [53], [54], con-
cerns a form of Distributed Denial of Sevrice (DDoS) attacks
on the signalling plane of the core mobile network which are
caused by malicious software which is deposited in the mobile
devices. Related work conducted witin the EU NEMESYS
project [55]–[57] using queueing theoretic methods [58], [59].

Early work on DDoS Attacks [60] had proposed self-aware
networks and the Cognitive Packet Network (CPN) [61]–
[64] to detect and couter-attack against DDoS, by identifying
sources of attacks by following upstream the attacking traffic,
using CPN’s ACK packets to “drop” attacking traffic at
upstream routers [60], [65]. It was also applied to mitigate
worm attacks and to deviate user traffic so as to avoid insecure
nodes [66]–[68]. Related issues include the management of
keys [69], [70], and the study and mitigation of signalling
storms in mobile telephony [52], [53].
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III. SECURITY OF THE TRANS-EUROPEAN HEALTH
INFORMATICS NETWORK

Large numbers of travellers from one European country
to another sometimes need to access health services in the
country they are visiting. These health services are typically
based on a national model, or a regional model inside a given
country such as Italy. Thus the KONFIDO project addressed
the important issue of providing a secure support to European
health systems.

The corresponding informatics systems, with their patient
data bases are also nationally or regionally based, so that
when the medical practitioner in one country or region is
required to diagnose and treat a visitor from some other region
or country, she/he will will need to access the patient’s data
remotely. KONFIDO’s aim is to improve the cybersecurity
of such systems, while improving also their inter-operability
across countries and regions in Europe.

Thus the work in [71] presents an overall view and chal-
lenges of the project, while in [72] the authors present an
analysis of the corresponding user requirements. Such sys-
tems have obvious performance optimization issues which are
discussed in [73]. Keeping track of the transactions in such a
system through blockchains is suggested in [74].

IV. CONTRIBUTIONS TO THE SECURITY OF THE IOT

To exploit the value that the IoT generated provides requires
the protection of privacy and in many cases data will have to
be rendered strongly anonymous. It will also require specific
security not just for the IoT devices and networks, but also
for the IoT data repositories in the Cloud and their access
networks. These aspects are complicated by the simplicity
of many IoT devices which cannot be integrated in complex
distributed communication infrastructures that would require
communications to be synchronized or schedules [75], [76].

The Internet of Things (IoT) and its related software systems
[77] are rapidly proliferating as their applications expand, with
reports [78] indicating that 52% of IoT devices will be low-
cost low-maintenance devices that can only perform one task
at a time, and unable to handle the types of complex real-
time algorithms that are neeed to detect, block and mitigate
cyberattacks. Improving the security of cyberphysical systems
via systematic approaches have been suggested [79], [80], but
industry confirms that it is difficult to load simple IoT devices
with foolproof security capabilities [81]. Thus such devices
and their wired and wireless interconnections are vulnerable
to attacks [82]–[84] such as Denial of Service (DoS) which
represent some 20% of IoT attacks [85], where malicious
devices generate usless requests that impede normal operation
and saturate limited resources, and may also add malware [86],
[87].

A single Distributed DoS (DDoS) attack can compromise
thousands of devices [88] through Botnets where victims
themselves join the attack by being turned into “bots” [89].
An example is the 2016 massive “Mirai” attack that brought
down the Domain Name System (DNS) Dyn [90], and blocked
access to Netflix, Reddit, Spotify, and Twitter [91], [92] ,
accessing the equipment of major cybersecurity providers [93],

and also congesting IoT and IP networks [94]. Thus as soon as
a Botnet attempts an attack, it is crucial to detect it, if possible
block it, and especially avoid its propagation and proliferation.

Thus much work has been devoted to what we may call
“the first stage” which is essentially comprised of attack
detection. The characteristics of Botnet attacks have been
analyzed [95], and in [90] capabilities of Mirai has been
examined, while in [96] its source code has also been studied,
others have suggested that blockchains can be used to protect
[97] and much work has involved machine learning models
to detect attacks such as KNN, Support Vector Machines
(SVM), Decision Trees (DT) and MLP [98], Classification and
Regression Trees (CART) [99]; DT, Gradient Boosting and
Random Forests [100], Logistic Regression [101] and their
comparative performance Tuan et al. [102] . Botnet attack
detection via neural networks was also considered [103], [104]
including with the and Naive Bayesian Models [105], the
LSTM [106], and Convolutional Networks (CNN) [107], also
combined with LSTM [108]. In [109] Botnet attacks were
detected via a sparse representation framework with a large
number of inputs using only normal non-attack traffic as in
[110] that uses auto-associative learning with a variant of
the Random Neural Network [111] adapted for deep learning
[112] that was initially designed for image recognition [113].
The RNN was already used successfully to detect SYN attacks
[35] and extended to a wide variety of attacks in [114], based
on the function approximation capabilities of the RNN [115].

Thus in [34] an overview of the principles and achievements
of the GHOST project are presented, which started in May of
2017 and which ran for three years. The project addressed
safe-guarding home IoT environments through appropriate
software that can be installed on home IoT gateways, and it
also creates a prototype and test-bed using specific equipment
from the TELEVES company.

Related to this project, machine learning methods were
developed for the detection of network attacks on IoT gateways
[116] based on Deep Learning [117]–[119] with the Random
Neural Network [120]–[123] and its extensions [124].

A. Attacks on Battery Power

Related to the GHOST project, other recent work discusses
the effect and mitigation of attacks on the batteries which
supply the power of many light-weight IoT network nodes
[125], [126].

To this effect much research has been devoted to creating
viable mathematical models of sensors that incorporate both
the data collection, processing and transmission role of sen-
sors, and their consumption of energy from batteries [127].
Computational techniques for large scale system analysis,
including both communication or computational steps and
energy consumption have also been developed [128].

Important results have been obtained in this respect in
our ability to analyze and predict the life-time of sensors
with rgard to their available battery power under different
assumptions regarding renewable bu unpredictable random
source of energy such as photovoltaic, the normal energy
consumption of the device, and the impact of attacks that tend
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to deplete energy through spurious and undesired processing
and transmission on the part of the sensor [129]–[134].

V. THE SERIOT PROJECT

The SerIoT project was started in 2018 [135] and produced
important results [136]–[138], [138]–[140]. These have been
summarized in a brief article recently published by the EU
CORDIS web site [141] under the title “Getting more intelli-
gent about Internet security,” which we reproduce below.

“Cognitive packets of internet information could revolu-
tionise cybersecurity. Rerouting themselves dynamically and
with great agility, they can avoid security threats or breaches
in the network.

Most of us are highly aware of the need to protect our per-
sonal data on the internet ? our email accounts, bank accounts,
health information and so much more. As we rapidly move to
the Internet of things (IoT), the “things” requiring protection
range from home ovens to sophisticated industrial tools, self-
driving cars and remotely operated surgical equipment. Under-
lying these and more, including military communications and
defence, is the electric power grid. Current internet protection
is primarily static, detecting and blocking portions of an IoT
system under attack but not rerouting information intelligently
and avoiding glitches or worse. The EU-funded SerIoT project
has delivered an unprecedented adaptive and intelligent solu-
tion by the same name. It will ensure IoT networks safely
continue business as usual regardless of network conditions.

IoT networks connect sensors and actuators related to a
physical system like a factory, vehicle or smart grid with
software systems that control the system?s functions. Con-
ventional networks use hardware like routers and switches to
direct network traffic. SerIoT relies on cognitive intelligent
control based on random neural networks and implements
the controls through software-defined networking (SDN). SDN
uses software-based technologies to control routers and direct
network traffic in the form of internet packets, or blocks of
information. This also enables flexible and dynamic config-
uration of “virtual networks” from physical ones depending
on needs at the time. SerIoT added to this flexibility by
integrating AI into the packets themselves, creating a patented
cognitive packet network (CPN) ... SerIoT introduced self-
awareness into SDN through a CPN in which the packets route
themselves adaptively via SDN controllers with integrated AI.
Attack and security detectors support rerouting of traffic to
avoid items or areas that may be insecure due to threats or
attacks. Each cognitive packet is thus self-aware, adaptive and
intelligent, reacting not only to security issues but also network
congestion or changes in energy consumption to improve
the IoT system’s or network’s performance. The background
and description of the practical working system have been
published.”

Wesummarize that SerIoT not only allows the IoT system to
operate normally while under attack, but even at such times it
saves energy and optimises performance. It can be installed in
existing SDN technology, allowing the approach to be ported
to many unforeseen applications. SerIoT moves the field of
cybersecurity from the static mentality to an active, highly

mobile, agile and adaptive system that not only defends against
cyberattacks but moves critical traffic away from attack paths
... The (project’s) large-scale pilots, including with project
partner Deutsche Telecom, targeted the smart grid, which
uses the IoT extensively, exploiting smart meters to optimise
electricity production and distribution. Smart vehicles and
Industry 4.0 robots were also tested. SerIoT is available for
demonstration and beta testing by commercial partners and is
being exploited in the ongoing Horizon 2020 IOTAC project.
SerIoT will ensure that global IoT traffic agilely detours
around malicious and natural obstacles large and small, for
business as usual.”

A. SerIoT Technical Scope

Its technical scope included SerCPN [137], [142], a specific
secure network [143] for managing geographically distributed
IoT devices and services using the principles of the Cognitive
Packet Network (CPN) tested in several experiments [144]–
[148]. CPN uses “Smart” Packets (SPs) to search for paths
and measure QoS while the network is in operation, via
Reinforcement Learning using a Random Neural Network, and
based on the QoS Goal pursued by the end user. When an SP
reaches its destination, its measurements are returned by an
ACK packet to the intermediate nodes of the path that was
identified by the SP, and to the end user, providing the QoS
offered by the path that the SP travelled. Source nodes receive
ACKs and take the decision to switch to the path that offers
the best security or quality of service [149]–[152].

Extensions with a genetic algorithm [153] was also also
tested [154]. An interesting development in SerIoT combines
energy aware routing [155], [156] and security, and admission
control [157].

Adaptive techniques for wireless IoT traffic to achieve better
QoS are also found in [158]–[161] and summarized in [162]–
[164], [164]–[168], while the RNN with adaptive approaches
was shown to offer opportunities for massive video compres-
sion [169], [170], as well as for managing Cloud servers [171].
Such adaptive techniques that support the interaction between
security metrics, performance and energy consumption were
also discussed in a recent paper [172].

B. Energy Aspects

The energy aspects of system performance are also of great
interests, and go beyond the questions regarding the energy
supplied by batteries. Software systems themselves have to be
designed with energy optimization being kept in mind [173].

Similarly it is important to be able to share energy flows
between subsystems so that their workload is provisioned in a
manner that matches the load on each subsystem [174], [175].

C. System Dynamics

Whenever adaptive techniques are used, the system under
consideration is likely to change state in order to reach a
better level of system operation. For instance, paths in the
system can be changed in response to cyberattacks [176] with
impact on security, Quality of Service a well as dependability.
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When this occurs the transient behaviour of the system must
be considered, which was addressed in several recent papers
[177]–[180].

VI. THE IOTAC PROJECT

The subsequent IoTAC project has lead to novel techniques
for learning from user traffic and then testing for an attack as
described in [181]. In IoTAC, there is also substantial work
on dealing with severe performance issues due to the large
flows of IoT packets towards gateways from thousands of IoT
devices, so that the resulting Massive Access Problem (MAP)
has to be mitigated with novel traffic shaping techniques [40],
[41], [182], [183].

This project has created several novel attack detection
techniques for attack detection of Botnets [184], [185]. The
most original contribution in this respect has been to show
that a large class of stochastic networks, of which the Random
Neural Network is an instance, can in fact be used to detect
cyberattacks [186].

Due to the role of transients due to the manner in which
SDN routers operate, the SerIoT project also examined novel
techniques to predict the time it takes to effect significant state
changes such as re-routing of traffic in the network, using
novel diffusion based techniques

VII. CONCLUSIONS

Frequent and effective cyberattacks on private and pub-
lic networks, and on information technology infrustructures
constantly motivates research on Cybersecurity. Starting with
the encryption of massages and data, it has evolved to de-
velop more secure systems through passwords, authentication
schemes, firewalls and cryptographic keys. But it has now
substantially been revolutionized as a means to detect and
mitigate cyberattacks. Software’s own specific vulnerabilities
[187] have also become critical [176], [188]–[192]. Indeed,
static means of Cybersecurity assurance are largely ineffective
unless they incorportd real-time methods that can detect and
rapidly react to attacks and malicious actions against a system.

Cybersecurity research is now encompassing a far broader
approach, and the support of substantial European Union
research programs has allowed the field to attain a higher level
of maturity that includes performance, energy consumption
and higher security levels through self-adaptation and system
reconfiguration as demonstrated in the research projects that
we have surveyed in this paper.
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