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Abstract—Moore’s Law has prevailed since 1965, predicting
that the integration density of chips will be doubled approxi-
mately every 18 months or so, which has resulted in nano-
scale in- tegration associated with 7 nm technologies at the
time of writing. At this scale however we are about to enter
the transitory range between classical and quantum physics.
Based on the brilliant proposition by Feynman a new breed
of information bearers was born, where the quantum bits are
mapped for example to the spin of an electron. As a benefit,
the alluring properties of the nano-scale quantum world have
opened up a whole spate of opportunities in signal processing
and communications, as discussed in this easy-reading discourse
requiring no background in quantum physics.

I. INTRODUCTION

The Internet has revolutionized our lives. This revolution
was catalyzed by the groundbreaking discoveries of informa-
tion theory, followed by the evolution of integrated circuit
technology, which has broadly speaking followed the pre-
dictions of Moore’s Law ever since 1965. This trend has
gradually led to nano-scale integration, where encountering
quantum effects is no longer avoidable. The processing of
quantum-domain information has to obey the basic postulates
of quantum physics, where a so-called quantum bit or qubit
may be represented as the superposition of a logical zero
and a logical one. More explicitly, we could visualize this
superposition as a coin spinning in a box, hence being in
an equiprobable superposition of ‘head’” and ‘tail’, so that we
can avoid the somewhat unpalatable reference to the famous
Schrodinger cat analogy. Metaphorically speaking, we have to
carry out all quantum signal processing operations, while the
coin is still spinning in the box, because once it has stopped,
we can no longer ‘manipulate’ or process it in the quantum-
domain - it has ‘collapsed’ back into the classical domain.
Therefore upon lifting the lid of the box, we can reveal the
resultant classical-domain outcome, which is either ‘head’ or
‘tail’.

Another property of the above-mentioned qubits is that they
cannot be copied, because trying to copy them would result
again in their collapse to the classical domain, hence preclud-
ing their further processing in the quantum domain. Instead,
the so-called entanglement operation has to be used. Intrigu-
ingly, entangled qubits have the property that if we change the
spin of the electron representing the qubit, that of its entangled
pair is also changed at the same instant. However, it has to be
mentioned that at the time of writing entanglement has only
been demonstrated in practice by relying on classical-domain
preparatory operations carried out before the entanglement is
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established, which had to obey the speed of light. Upon entan-
gling large vectors of qubits, representing the quantum-domain
operands parallel processing becomes feasible, hence it also
becomes possible to construct so-called quantum computers
capable of solving various classically intractable problems.
Having said that, these bespoke quantum computers can still
be outperformed in certain tasks by classical computers, but
they are eminently suitable for tailor-made tasks, which cannot
be efficiently solved by classical computers [1]. In parallel to
these alluring developments, next-generation communication
systems aim for realizing flawless telepresence. It has also
been predicted that the number of devices connected to the
Internet has outnumbered the entire human population of
planet Earth. In this context, the power of superposition and
entanglement may be harnessed for efficiently solving various
problems, which have hitherto been deemed to be unsolvable
in our lifetime.

A striking example demonstrating the power of quantum
computing is Grover Quantum Search Algorithm (QSA),
which is capable of finding a single solution in an unstructured
database having N elements at a complexity order of O(v/N),
whilst its classical full-search-based counterpart requires on
the order of O(N) cost-function evaluations (CFEs). As won-
derful as it sounds, quantum computers also impose a massive
threat on classical security and privacy. The most popular
public cryptosystem, known as the Rivest-Shamir-Adleman
(RSA) algorithm, heavily relies on the hardness of the so-
called integer factorization problem. Although this problem is
impractical to solve using the current classical computers, this
will no longer be the case when a fully functioning quantum
computer is available. For instance, the time required for
breaking a 2048-bit public key can be reduced from billions of
years required by classical computers to a matter of minutes
by employing a quantum computer [2].

Fortunately, quantum information processing also provides
a wonderful solution for mitigating this emerging threat.
Quantum key distribution (QKD) [3]-[5] constitutes one of
the already commercialized quantum technologies. QKD cir-
cumvents the problem of the impractical, but absolutely secure
one-time pad secret key distribution of classical communi-
cation. Therefore, QKD will remain provably secure in the
face of the physical security attacks that may be carried out
by quantum computers. Another impressive development has
suggested that it is also possible to directly transmit classical
information totally securely over quantum channels, whilst
relying on the so-called quantum secure direct communication
(QSDC) protocol [6]. This field of finding a novel scheme
for securely transmitting classical information using quantum-
domain techniques is widely referred to as quantum cryptog-
raphy.
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Fig. 1: A quantum bit or qubit can be in a superposition of two values or
states at the same time. However, this superposition will collapse after
measurement with a certain probability for each value “0” and “1”.

At the time of writing, quantum technologies gradually
approach maturity, and hence the exchange of quantum in-
formation will become inevitable and eventually ubiquitous.
Connecting multiple quantum computers using quantum links
potentially offers the capability of outperforming a single
quantum computer by creating a larger distributed quantum
computer. One of the key requirements for creating such a
system is the capability to maintain seamless quantum links
among the quantum computers. The vital resource required in
this architecture is the so-called maximally-entangled quantum
state relying on the Einstein-Podolski-Rosen (EPR) electron-
pairs, potentially facilitating an instantaneous action at a dis-
tance. This entangled pair is created in a unique superposition
state so that any operation applied to one of the particles will
immediately affect the other particle, even if they are separated
by a great distance - again, provided that the appropriate
preparatory entanglement operations have been carried out.
Boldly and explicitly, this does not ’violate’ the speed of
light, because these preparatory communications actions of
course have to obey the speed of light, regardless whether
they rely on optical fiber or free-space optical links. As
quantum technologies become more prevalent in mainstream
publications, several questions have emerged concerning what
quantum technologies can offer in the realms of communi-
cation engineering. Although we have already touched upon
them briefly, we would like to elaborate a little further on some
promising applications for motivating further research.
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II. QUANTUM-BASED COMMUNICATION

Again, in contrast to classical bits, which can only assume a
value of “0” or “1” in any time interval, a qubit can hold both
values simultaneously in a form of superposition as shown
in Fig. 1. Therefore, N qubits in a state of superposition
can be used to hold all the 2V classical bit combinations
simultaneously. Another highly relevant property of quantum
information in this context is the no-cloning theorem, which
we have briefly alluded to above by stating that upon trying
to observe the qubits they collapse to the classical domain.
In scientific parlance this dictates that no unitary operation
can perform a perfect copying operation of a qubit found
in an unknown superposition state to another auxiliary qubit.
These two properties, in addition to the entanglement, can
be exploited for developing several novel communication
protocols.

Quantum key distribution (QKD) [3], [4] constitutes one
of the most well-known quantum communications protocols,
albeit in all truth QKD only represents a secret key negotiation
protocol. By relying on the no-cloning theorem and on the
fact that the action of ‘measurement’ or observation collapses
the superposition of quantum states to the classical domain,
sharing the so-called ‘one-time pad’ secret key now becomes
plausible. The seminal QKD proposal is commonly referred
to as the Bennett-Brassard protocol (BB84) [3], which is
based on the ‘prepare-and-measure’ protocol, while the E91
protocol [4] is based on pre-shared EPR electron-pairs.

One of the features of a qubit is that it can be used to convey
either quantum information or classical information. While the
QKD protocol can be used for the exchange of the classical
one-time pad secret key, quantum superdense coding [7] sup-
ports the secure transmission of classical information through
pre-shared EPR electron-pair. This was an early demonstration
that instead of acting as the medium of exchanging the secret
key, the pre-shared maximally-entangled quantum state can
also be used for directly transferring confidential classical
information. This ingenious concept was then ultimately fur-
ther developed by the proposal of quantum-secure direct
communication (QSDC) [6], which constitutes a fully-fledged
confidential quantum-based classical communications proto-
col, rather than being a pure secret key negotiation procedure.
Given the increasing number of mobile devices communicat-
ing by broadcasting information, the secrecy and the privacy
of the information becomes more crucial than ever. Quantum
cryptography may pave the way for providing unbreachable
physical layer security for next-generation communication.
Naturally, there are numerous open challenges in the way
of wide-spread QSDC, such as its limited attainable rate
and distance, as well as its reliance on quantum memory,
which future research has to tackle. It is also important to
highlight that the underlying security-proofs of both the QKD
and QSDC protocols are based on the classical information-
theoretic physical layer security definitions.

To expound a little further, the direct transfer of quan-
tum information over a quantum channel faces the follow-
ing challenge. Due to the no-cloning theorem, any quantum
information that is lost during its transmission cannot be
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Fig. 2: Stylized vision of the Quantum Internet of the near future, which will rely on a combination of both classical and quantum devices.

readily replaced. Hence the traditional method of ensuring a
reliable transmission by sending multiple copies of the same
information is no longer feasible. However, the properties of
quantum mechanics allow us to transfer quantum information
without sending it through the quantum channel with the
aid of quantum teleportation [8]. The transfer of quantum
information can be replaced by the joint action of an EPR
electron-pair and classical communication. The employment
of quantum teleportation is promising for the following reason.
Multiple copies of EPR electron-pairs can be generated, hence
an error-control procedure commonly referred to as entangle-
ment distillation can be invoked for improving the integrity
of quantum communications.

Therefore, a paradigm shift is taking shape concerning
the role of repeaters and network coding. For a quantum
network, both quantum repeaters and quantum network
coding are indispensable for the reliable distribution of the
EPR pairs across multiple nodes in the context of long-distance
transmissions. While in classical networks the operation of the
repeater is often based on the decode-and-forward mechanism,
in the quantum domain the role of the repeater is to maintain
connectivity in the form of the seamless generation and
sharing of EPR electron-pairs between quantum nodes. To
support this functionality, each quantum repeater may rely
on the capability of performing entanglement swapping and
entanglement distillation. This, in turn, will hinge on several
novel network utilization metrics, which must be considered
during the quantum network design of the near future.

The long-term goal in the exploration of quantum compu-
tation and communication is to conceive the perfectly secure

Quantum Internet [9], which is an emerging concept in the
landscape of quantum engineering, as portrayed in the stylized
illustration of Fig. 2. The concept is reminiscent of that of
the classical Internet, interconnecting multiple quantum nodes
in the quantum network. The Quantum Internet will facilitate
the perfectly secure exchange of quantum information, whilst
supporting a plethora of other compelling applications such as
distributed quantum computation, blind quantum computation,
quantum-secure secret-sharing, and many more [10], [11].
For example, multiple inter-connected quantum computers can
jointly act as a distributed quantum computer and can perform
more advanced computational tasks than a single quantum
computer. However, there are numerous other attractive ap-
plications that cannot even be predicted at the time of writing.

ITII. QUANTUM-SEARCH-AIDED WIRELESS
COMMUNICATIONS

The inherent parallelism of quantum information process-
ing equips quantum computers with immense computational
power. It has been shown theoretically that there are several
classes of problems that can be solved very efficiently by quan-
tum computers, such as integer factorization, finding solutions
in large unstructured databases, and large-scale optimization
problems, just to name a few. For instance, as we have
mentioned briefly earlier, QSAs are capable of finding the
correct solution in unstructured databases at a significantly
reduced number of CFEs compared to the classical full-search
based method. In order to form a clearer picture concerning
the taxonomy and the potential applications of various QSAs,
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The Taxonomy of Quantum Search Algorithm (QSA)
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ExampleS: Did the temperature fall below 20°C?

- Condition: There is no need for the exact day.

- Quantum existence testing may be employed.
- The answer is Yes, since on Fri, Sat, and Sun-2
the min temperature was below 20°C.

We know that the min temperature was 16°C
for a single day. Which day was it?

- Condition: We know that the number of solutions
is one and the reference value is 16.

- Grover QSA may be employed.

- The answer is Sat.

For how many days was the min temperature S

as high as 22°C?

- Condition: We only need the number of days,
not the exact days.

- Quantum counting algorithm may be
employed. T
- The answer is 2, since we have Mon and Tue.

hu
Sat

Mon ac 2
Tue

Wed 29C 21C
R asC

0 10
s0°C 20°C Which day was the max temperature exactly

30°C?

31°C 22°C

- Condition: We do not know the number of
solutions, but we know the reference value of 30.
- Boyer-Brassard-Hgyer-Tapp (BBHT) QSA
may be employed.

- The answer is either Sun-1 or Sat.

29°C 20°C

30°C 16°C

Which was the hottest day overall?

- Condition: We expect to have both the highest
max and min temperature.

- Non-dominated quantum optimization
algorithm may be employed.

- The answer is Mon, since both the max and the
min temperature were the highest.

Which day had the highest max temperature?

- Condition: We are looking for the highest max
temperature.

- Diirr-Hgyer (DH) QSA may be employed.

- The answer is Mon.

Fig. 3: The taxonomy of QSAs and their hypothetical use cases on weather data.

please refer to Fig. 3. However, the most intriguing question
is, how we can exploit the beneficial computational speed-up
attained by QSAs in solving the huge gamut of large-scale
problems routinely found in classical wireless communica-
tions. Hence, this section will be dedicated to a number of
applications, which have been shown to be capable of solving
diverse problems arising in classical communication [12].
Quantum-Search-Aided Multi-User Detection [14]. The
practical realization of the optimal full-search-based solution
for classical wireless communication problems, such as the
maximum-likelihood multiuser detector (ML-MUD), is hin-
dered by its potentially excessive computational complexity.
To circumvent this impediment, Grover’s QSA may be invoked
by exploiting the inherent parallelism of quantum information
processing for approaching the ML-MUD’s performance at
a significantly lower number of cost function evaluations
(CFEs). More explicitly, a derivative of Grover’s QSA -
namely the Durr-Hgyer QSA - is capable of finding the correct
solution with almost 100% probability after only evaluating on
the order of O(v/N) CFEs, as opposed to the classical full-
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search-based solution requiring on the order of O(N) CFEs.

Quantum-Search-Aided Multi-Objective Routing [15],
[16]. The emergence of the Internet of things (IoT) has
motivated the development of the so-called self-organizing
networks (SONs). Compared to conventional networks, SONs
may act autonomously for achieving the best possible network
performance. Thus, the underlying routing protocols should
be capable of striking a delicate compromise amongst a range
of conflicting quality-of-service (QoS) requirements. However,
as the network size increases in terms of the number of
nodes, finding the optimal solution typically becomes a non-
polynomial-hard (NP-hard) search problem. Moreover, the
employment of single-component objective functions relying
on pure capacity or sum-rate maximization, on power or
energy minimization or alternatively on dely or complex-
ity minimization do not necessarily lead to attractive well-
balanced system design. As a remedy, the concept of Pareto
optimality comes to rescue in the context of multi-component
optimization, which is capable of amalgamating various poten-
tially conflicting design objectives. In this scenario, the Pareto
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front represents the collection of all optimal solutions, where
none of the parameters involved in the objective function can
be improved without degrading at least one of the others,
as exemplified by the power versus bit-error ratio (BER)
trade-off, just to mention one of them. Although a plethora
of bio-inspired algorithms may be tailored specifically for
solving multi-objective optimization problems, they often fail
to generate all the optimal solutions constituting the Pareto
front. As an attractive alternative, a quantum-aided multi-
objective optimization algorithm may be invoked, which is
capable of finding all Pareto optimal routes at a dramatically
reduced number of CFEs. The complexity of finding the best
route can be reduced to the order of O(N) and O(Nv/N)
CFEs in the best- and the worst-case scenarios, respectively,
which corresponds to a substantial complexity reduction from
the order of O(N?) CFEs imposed by the classical full-search-
based solution.

Quantum-Search-Aided Non-Coherent Detection [17].
With the proliferation of wireless devices in support of ubiqui-
tous connectivity, solving large-dimensional search problems,
such as cooperative multicell processing in areas of high user
density - such as airports, train stations, and densely-populated
metropolitan areas - imposes a major challenge. In these sce-
narios, an accurate estimation of every single channel gains is
required for performing a coherent detection. However, every
time the Doppler frequency is doubled, the pilot overhead used
for sampling the channel’s complex-valued envelope also has
to be doubled. Consequently, both the pilot overhead and the
detection complexity escalate rapidly as the Doppler frequency
increases. Hence, a differentially encoded modulation scheme
relying on non-coherent detection constitutes an attractive
design alternative, since it may be invoked for mitigating the
pilot overhead required for channel estimation, albeit naturally,
at the cost of some performance erosion. As a beneficial
solution, quantum-search-aided multiple-symbol differential
detection may be employed for matching the performance
of the classical full-search-based multiple-symbol differential
detectors, despite requiring a significantly reduced number of
CFEs.

Joint Quantum-Search-Aided Channel Estimation and
Data Detection [18]. Joint channel estimation and multi-
user detection (MUD) is capable of approaching the perfor-
mance of perfect channel estimation by iteratively exchanging
soft extrinsic information between these two components of
the receiver. A quantum-aided repeated-weighted boosting
search (QRWBS) algorithm may be readily combined with a
quantum-search-aided MUD for performing iterative channel
estimation and data detection in the uplink of MIMO-aided
orthogonal frequency-division multiplexing (OFDM) systems.
As an additional benefit, this powerful system is capable of
operating in rank-deficient scenarios, where the number of
receive antenna elements (AEs) at the base station (BS) is
lower than the number of users transmitting in the uplink.
Furthermore, the QRWBS-based channel estimation is capable
of outperforming its classical counterpart, despite requiring
a substantially lower number of CFEs, which is an explicit
benefit of invoking iterative information exchange between the
MUD, the channel estimator, and the channel decoders at the

lower than the number of users transmitting in the uplink.
Furthermore, the QRWBS-based channel estimation is capable
of outperforming its classical counterpart, despite requiring
a substantially lower number of CFEs, which is an explicit
benefit of invoking iterative information exchange between the
MUD, the channel estimator, and the channel decoders at the
BS’s receiver.

Quantum-Search-Aided Localization [19]. For various
compelling applications of the next-generation communication
technology - as exemplified by assisted living and the assign-
ment of users to radio-frequency (RF) as well as to visible
light communication (VLC) and narrow-beam millimeter-wave
(mm-Wave) access points - the position of the users has to
be accurately estimated. Furthermore, indoor localization may
be used for creating new applications, such as personalized
marketing and shopping experience. Therefore, there is a
mutually beneficial relationship in the development of indoor
localization, VLC, as well as mm-Wave and THz systems.
However, the computational complexity of carrying out full-
search based finger-printing based localization for numerous
VLC-based and mm-Wave-based localization may become
excessive. This is because it requires the knowledge of the
entire room’s topology, which has to be partitioned into
numerous finely-grained tiles of a virtual grid. In this context,
quantum-search-aided localization algorithm may be invoked
for achieving the same localization accuracy as the classical
full-search-based solution at substantially reduced number of
CFEs.

Suffice to say in conclusion of this section that many more
attractive applications can be found in the literature and some
others are yet to be discovered. Quantum technology has
opened new avenues for solving problems that previously were
excessively complex to solve. This gives us the perfect timing
to revisit the hitherto unsolved problems of the classical signal
processing and communications domain - QSAs might provide
the long-awaited answers.

IV. QUANTUM DECOHERENCE

The gravest challenge in constructing a large-scale quantum
computer is how to mitigate the deleterious effects of quantum
decoherence, which inevitably affects the results of quantum
computation or communication tasks, just like the Brownian
motion of electrons imposes the ubiquitous Gaussian noise
in the classical receivers. Completely isolating the qubits
from any environmental influence is practically impossible,
hence the mitigation of these effects is paramount. The dele-
terious circuit-impairments imposed by quantum decoherence
are typically modeled by the so-called quantum depolarizing
‘channel’, even though this does not actually entail transmis-
sion over a communications channel. After all, the classic
Gaussian ‘channel’ is also a simple abstraction representing
the undesired effects of the above-mentioned Brownian motion
of electrons. The demonstration of the quantum depolarizing
channel effects inflicted on the performance of Grover QSA is
portrayed in Fig. 4. Observe from Fig. 4 that as the depolar-
izing probability increases, the success probability of finding
the corrrect solution tends towards 2LN, which is equivalent to
the random decisions of the classical full-search-based method
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Fig. 4: The color map portraying the success probability of Grover QSA finding the correct solution in the face of quantum depolarizing channel, where the
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values of the depolarizing probability are given by (a) p = 10~ and (b) p = 1072 The white line represents the scenario of an ideal Grover QSA obtaining

the correct solution with a probability of = 1, while the blue line represents the maximum probability values of obtaining the correct solution for imperfect

Grover QSA [13].

operating in the face of an excessively hostile channel. Hence
as expected, the advantage of QSAs will erode in the face of
excessive quantum decoherence [13].

The employment of quantum error-correction codes
(QECC) is one of the most potent design alternatives of
mitigating the decoherence. Even though error correction
has been shown to perform well in the classical domain,
implementing the QECCs imposes its own challenges. Indeed,
any error correction procedure - both classical and quantum
- depends on attaching redundancy to the information, which
will be invoked at the decoder for error correction [20]. In
the classical domain, the effect of noise in the encoder and
decoder circuitry may be deemed negligible in comparison
to the noise inflicted by the transmission channel. However,
in the quantum domain both the QECC encoder and decoder
circuitry impose more substantial imperfections, which simply
cannot be ignored. A further challenge is that we additionally
have to deal with the specific quantum-domain phenomenon
of error proliferation, because a single quantum-gate error
encountered by a quantum encoder may in fact precipitate
multiple component errors, rather than simply passing on
its input errors without proliferating them. This motivates
the design of inherently fault-tolerant quantum computation,
which is capable of correcting both the self-inflicted errors
imposed by its own encoder and decoder as well as the errors
caused by the quantum channel.

V. CHALLENGES AND OPEN PROBLEMS

Quantum signal processing relies on delicate quantum
particles, such as photons and electrons. Hence, any interac-
tion with the surrounding environment will compromise the
integrity of the desired operation. An immeasurable amount of
effort has been invested in trying to minimize the presence of
decoherence by perfecting the hardware implementation of the
qubits as well as by developing sophisticated error correction
procedures. Many of the QECC techniques are rooted in their
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classical counterparts. However, to achieve an excellent error
correction performance, long QECC codewords are required,
which have to rely on a large number of qubits [20]. The
problem with this approach is that at the time of writing
most quantum circuits have a shorter coherence time than the
time required for carrying out the decoding of long QECCs.
Hence, low-complexity yet powerful short codes are required
for mitigating the effects of short coherence times.

Another aspect requiring substantial attention is to find
meaningful applications, where the unique benefits of quantum
computing may be exploited, even if they only have the modest
capability of handling just a few hundred qubits [21]. To
elaborate a little further, quantum search, factorization, and
optimization algorithms tend to require thousands to millions
of qubits. Therefore, an intriguing idea is to connect many
medium-sized quantum computers with the aid of the Quan-
tum Internet relying on teleportation protocols for creating
more powerful quantum computers. Some attractive applica-
tions are constituted by the variational quantum eigensolver
(VQE) and the quantum approximate optimization algorithm
(QAOA) [22].

Finally, to fully realize the Quantum Internet, a whole suite
of quantum computers relying on superconducting, trapped
ion, nuclear magnetic resonance, optical, and other technolo-
gies have to be benchmarked. Furthermore, the entire gamut
of quantum links, such as free space terrestrial, satellite,
fiber optic, and other connections will have to be further
developed. Similarly, sophisticated protocols, such as for ex-
ample, routing, multiple access, as well as repeat-and-request
solutions will require massive standardization efforts. Indeed,
the road to the perfecty secure quantum communications era
is inevitably a rocky one, which requires the collaboration
of the entire IEEE community. This is why about half-a-
dozen IEEE Societies have formed a New Initiative in Quan-
tum Engineering (https://qce.quantum.ieee.org) and the new
multi-disciplinary open access journal of quantum engineering
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(https://quantum.ieee.org/publications). Valued Colleague, we
invite you to join this exhilarating multi-disciplinary jour-
ney to solve some of the above-mentioned problems of true
frontier-research into Communications v2.0.
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