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THIS special issue focuses on the area of applied crypto-
graphy, bringing up selected papers from Santa's Crypto
Get-Together (SantaCrypt), a workshop that runs since 2001
as an annual Czech and Slovak workshop aiming to facilitate
closer cooperation of professionals working in the field of
applied cryptography and related areas of security.

The lirst paper “Attacking Scrambled Burrows-Wheeler
Transform™ of Martin Stanek of a recent proposal for a
modification of the Burrows-Wheeler transform (BWT). The
BWT is a commonly used transform in lossless compression
algorithms. The BWT docs not compress the data itsclf, in-
stead it is usually the [irst step in a sequence ol algorithms
transforming an input data into compressed data. The modi-
fication — Scrambled Burrows-Wheeler transform is an attempt
to combine encryption and data compression. The paper shows
that the proposed approach is msecure, presents chosen plain-
text and known plaintext attacks and estimates their comp-
lexity in various scenarios.

The sccond paper “Two Improvements of Random Key
Predistribution [or Wireless Sensor Networks — Revised
Version™ of Jiri Kur et al. won the student KEYMAKER com-
petition at SantaCrypt, and its first version was presented at the
8th Intcrnational Conference on Sccurity and Privacy in
Communication Networks. This work deals with the area ol
random key predistribution in wireless sensor networks. Two
novel improvements enhancing security provided by the ran-
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dom kcey predistribution schemes arc proposed and analyzed.
The first improvement exploits limited length collisions in
secure hash functions to increase the probability of two nodes
sharing a key. The second improvement introduces hash chains
into the key pool construction to dircetly increasce the resi-
lience against a node capture attack.

The third paper “Privacy Scores: Assessing Privacy Risks
Beyond Social Networks™ of Michal Sramka focuscs on the
concept of privacy scores that were proposed in the past to
provide each user with a score — a measurement of how much
sensitive information a user made available for others on a
social nctwork website. This paper discusses their short-
comings, and shows several research directions for their ex-
tensions. The author also proposes an extension that takes the
privacy score metric from a single social network closed sys-
tem to include background knowledge, and argucs for the need
to include publicly available background knowledge in the
computation of privacy scores in order to get scores that more
truthfully reflect the privacy risks of the users.

The last paper “Acceleraling Biometric Identilication™ of
David Naccache et al. deals with biometric identification. As
opposed to biometric matching, biometric identification is a
relatively costly process because it involved a number of temp-
late comparisons. The paper discusses the problem of the opti-
mization of biometric identification. The main idea is to test
the most probable candidates first.
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