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Abstract—Digital signature is the cryptographic primitive that
ensures authentication and nonrepudiation. A password based
blind signature can be used in the scenarios, where the partic-
ipation of both the signer and the user are required. The user
requires the authentication of the signer without revealing the
message to the signer. This requirement is needed for real world
applications such as client server applications in the banking
scenario. As per our knowledge, the first password based blind
short signature was constructed by Sangeetha et al. in CECC
2013 which ensures the properties unforgeability, blindness and
unframeability. But if the password size is very small, it may
be susceptible to off-line password guessing attack. In this
paper we propose a strongly secure password based blind short
signature which solves the off-line password guessing attack. The
formal proof of the scheme is reduced to computational Diffie-
Hellman(CDH) assumption.

Index Terms—Blind Signature Scheme, Password Based Blind
Signature Scheme, Unforgeability, Blindness, Unframeability.

I. INTRODUCTION

Eventhough there are tremendous growth in technologies
in this twenty first century, secure data transmission is still
appear to be a big hurdle and a lot of security issues need to
be solved. Encryption schemes provide confidentiality where
as digital signatures provide unforgeability. Digital signature
scheme allows to sign documents in such a way that anyone
can verify the authenticity of the signature. Diffie and Hellman
[6] coined the notion of public key cryptosystem and Rivest
et al. [7] proposed the first known digital signature called
RSA(Rivest, Shamir and Adleman) signature scheme. The
definition of security requirements for signature scheme was
given by Goldwasser et al. [11] and the security proof for
signature scheme in random oracle model was proposed by
Pointchevel et al. [13]. The cryptosystems which is proved
to be secure with random oracle uses cryptographic hash
functions(preimage and collision resistant) and in the proof of
security we assume that the output of hash functions follows a
uniform distribution. Bellare et al. also had given the security
proof of a RSA based digital signature in their classical work
[1].

The idea of blind signature was put forwarded by David
Chaum [5]. The applications like e-voting, digital cash etc
require signatures which conceal the original message. The
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blind signature allows the user to get a signature without giving
any information about the message to the signer and the signer
cannot tell which session of the signing protocol corresponds
to which message [8]. The properties of blind signatures
are blindness and unforgeability. The provable secure design
for blind signature is proposed by Pointchevel et al. [12] in
which they defined the security for blind signatures with an
application to electronic cash. Security arguments for blind
signatures are proposed in papers([10],[14],[8]).

Gjosteen et al. [9] presented password based signature schemes
based on RSA(Rivest, Shamir and Adleman) assumption and
LRSW (Lysyanskaya, Rivest, Sahai and Wolf) assumption in
which password is used as a random seed for the digital
signature’s key generation algorithm. Since passwords are
short compared to key size, the key storage constraints can
be solved. But these kind of schemes may be susceptible
to online and off-line password guessing attacks for the low
entropy passwords. In cryptography, Shannon([2],[3]) coined
the term “entropy” which has been used as a measure of the
difficulty in guessing or finding a password or a key. According
to the NIST(National Institute of Standards and Technology)
recommendations [4], 80 bits entropy are required for secure
passwords. But passwords should be randomly selected pass-
words. Then the minimum threshold level of entropy can be
obtained by using minimum 13 characters for the password
from a 94 printable characters (Entropy, H = log(b') ~ 85
bits, where b = 94 and [ = 13) which ensures the secrecy
of the passwords. In different banking applications like e-
locker facility, the secret information of the customer and the
bank are together needed for transaction. For this purpose
it is essential to generate signature mutually by using both
secret key of customer and banker’s secret key. For signature
generation if customer is using certain threshold passwords
along with banker’s secret key it will increase the security as
well as the efficiency of the system because customers can
remember comparatively smaller passwords rather than using
a large secret key. This insight motivates the construction of
the password based blind signature(PBBS) scheme described
in [21] in which both user’s password and server’s secret key
are simultaneously used for signature generation.

Related Work: Gjosteen et al. [9] proposed password based
signatures which prevents dictionary attacks. They introduced
two password based signature schemes based on RSA [7] and
CL(Camenisch and Lysyanskaya) [15] signatures. First scheme
is easy to implement, but it does not achieve the security
requirements. Second scheme is less practical, but it achieves
stronger security. Password based signatures have a lot of
applications in the banking scenario. Hence a password based



blind signature(PBBS) scheme is proposed in [21] by making
use of blind version of BLS(Boneh, Lynn and Shacham) short
signature scheme([17],[18]). In this paper we modified [21]
to obtain a strongly secure password based blind signature(ss-
PBBS).

Motivation: In all client server environment applications, if we
use client’s password as well as server’s secret key for signing
a document so as to ensure high efficiency and security. That
is, client(user) and server(signer) can sign the document only
by mutual agreement, so that user cannot generate signature
without secret key of the signer(unforgeability) and the signer
is not able to sign on behalf of the user without users pass-
word(unframeability). If the server’s signature can be obtained
by the client without revealing the message to the server, it
is called blindness. To achieve the goals of unforgeability,
unframeability and blindness, a password based blind signature
construction is required which uses secret of both the client
and server. This stimulates for the construction of a new
password based blind signature(PBBS) scheme [21] in which
message is being signed using both client’s password as well
as server’s secret key. The password based blind signature
scheme is based on blind version of BLS short signature
scheme, which significantly reduces the signature size to 170
bits compared to Gjosteen et al.s password based signatures
with 1024 bits and 2« bits where & is security parameter which
is considered to be large. This scheme can be effectively used
in banking applications. The key construction of the scheme
is similar to Gjosteen et al.[9], but the rest of the construction
is entirely different as shown in Table 1. Security proof of the
scheme is elaborately given which is based on computational
Diffie-Hellman(CDH) assumption in random oracle model.
But there is a constraint in the size of password. In order
to overcome this drawback we designed a strongly secure
password based blind signature.

A. Organization of the Paper

Section 2 explains the preliminary concepts of bilinear
pairing and the hardness assumptions which helps to prove
the security of schemes. Section 3 gives the definitions of
password based blind signatures and its security. Section 4
explains the password based blind signature scheme in [21].
Section 5 discusses strongly secure password based blind
signature scheme, the proof of security and its advantages.
The paper concludes in section 6.

II. PRELIMINARY CONCEPTS
A. Bilinear Pairing

Let G be a multiplicative cyclic prime order group ¢ with
generator g and Go also be a multiplicative cyclic group of
the same prime order q. A map e : G; x G; — Gg is said to
be a bilinear pairing if the following properties hold.
1. Bilinearity: For all g € Gy and a,b €g Zj, e(g®, gb) =
e(g,9)*"

2. Non-degeneracy: For all g € Gy, e(g,g) # Ig, where
Ig, is the identity element of Go.

3. Computability: e is efficiently computable.

B. Computational Diffie-Hellman (CDH) Assumption

Security proof of scheme is based on CDH assumption.
CDH problem states that given (g, g%, g°), compute g°°, where
g € Gy and a,b €g Z;.

Definition 1: (CDH Assumption): The advantage of any
probabilistic polynomial time algorithm A in solving the CDH
problem in G; is defined as
AdvGPH = Problg®® « A(g,9%¢") | g € G; and
a,b €r Z;]

The Computational Diffie-Hellman(CDH) assumption is that,
for any probabilistic polynomial time algorithm A, the advan-

tage AdvﬁD H is negligibly small(e).

C. Conference-key Sharing Scheme (CONF)

CONEF states that given (g, g%, g®*), compute g°, where g €
G and a,b €g Zy,.

Definition 2: (CONF Assumption): The advantage of any
probabilistic polynomial time algorithm A in solving the
CONF problem in Gy is defined as
AdvQONE = Problg® + A(g,9%.9*) | g € Gy and
a,b €r Z;]

III. DEFINITION OF PASSWORD BASED BLIND
SIGNATURES

Password based blind signature consists of different algo-
rithms which is defined as follows [9].

Definition 3: (Password Based Blind Signatures): A pass-
word based blind signature scheme mainly consists of the
following six algorithms.

e Setup(1¥): A trusted third party outputs the public pa-
rameters by accepting the security parameter  as input.
It includes group parameters, message space, password
space, hash functions, mappings etc. The parameters have
public access by all the algorithms.

o KeyGen: These are interactive algorithms run by user
and server. This algorithm inputs user password pw
and outputs the values needed for obtaining signing
key(skppps) of the server. It also generates secret and
public keys(sk and pk) of both the user and server.

o Request(m, pk, pw): User runs this algorithm on message
m and outputs the signature request L and the state
information.

o Issue(L, pk,skppps): Server runs this algorithm in
which signature request L is the input and the output
is blind signature o.

. Unblind(al, pk, state): This algorithm is also run by the
user. This makes use of blind signature o, public keys
and state from Request algorithm and outputs signature
0. But when the check fails, algorithm outputs L.

o Verify(m, o, pk): Anyone can verify that whether o is a
valid signature on m under publicly available information
like pk by Verify algorithm. If it is a valid signature
algorithm outputs 1, otherwise outputs 0.

User has a secret password with a minimum level of entropy
which is chosen randomly.



A. Security Definitions of Password Based Blind Signatures

The security of the password based blind signatures can
be convinced by proving its different properties which are
as follows, unforgeability, blindness and unframeability. The
additional property which is present in PBBS is that of
un frameability. The other two, viz unforgeability and
blindness are the properties of blind signature. The formal
definition of the said properties are detailed below.

1) Unforgeability: In the formal definition of unforgeabil-
ity, where the adversary A plays the role of user and the
simulator will have the role of server. This game is based
on random oracle and the challenger has to provide hash
oracle and sign oracle(/ssue) and A tries to get “one-more”
signature.

Definition 4: (Unforgeability) [10]: A password based
blind signature scheme PBBS is said to be unforgeable, if
the probability that A wins the following game is negligible.

o Step 1 (Setup Phase): (pk, sk) <— KeyGen(1").

o Step 2 (Training Phase): A engages in polynomially
many(in ) adaptive interactive protocols (hash and Issue
oracles) with polynomially many copies of server(pk, sk).
Let ’I’ be the number of executions in which server
outputs valid message-signature pair at the end of step
2.

e Step 3 (Forgery Phase): A outputs a set of
{(m170'1)7...,(mj,0'j)} where (mi,oi) for 1 <1 < ]
are all accepted by Verify(m;, pk,o;) for distinct m;.

We can say that A wins the game when j > [. That is, A
outputs more valid tuples (m, o) than he/she received during
the training phase.

2) Blindness: 1t ensures that server cannot distinguish
between two messages mg, mq which has already signed by
him with the interaction of the user. For proving blindness,
server plays the role of adversary A and challenger C will be
the user.

Definition 5: (Blindness) [10]: A password based blind
signature scheme PBBS satisfies the property of blindness, if
the probability that A wins the following game is negligible.

o Step 1: (pk, sk) < KeyGen(1*)

o Step 2: A produces two messages {mg, m;} polynomial
in 1® where {mg, m1} are by convention lexicographi-
cally ordered and give to the C.

o Step 3: {mp, m1_p} are the same messages {mg, m1} or-
dered by C according to the value of bit b € {0, 1} which
is hidden from A. A has given access to two interactive
protocols with user U, first with U (params, pk, m;) and
second with U (params, pk,mi_p).

o Step 4: Initially if the user protocol’s output is op(that
is, does not output fail) and the next time user protocol’s
output is o7_p,(that is, does not output fail) then only
A gets oy, 01_p ordered according to the corresponding
(mo, my). )

o Step 5: A outputs a bit b .

We can see that A can predict ¥’ = b only with a guessing
probability. Therefore, we can define adversary A’s advantage
in the game as | Pr[b’ = b]—1/2|. That is, the server is not able

to distinguish the messages that he/she signs in the previous
sessions.

3) Unframeability: This is an additional property which is
required for proving the security of the password based blind
signature schemes. This property ensures that the server is not
able to sign on behalf of the user without user’s knowledge.
Otherwise server has to find out user’s password. Thus server
will be the adversary A and tries to construct password based
signature without the user intervention of the user. The formal
definition of unframeability is as follows.

Definition 6: (Unframeability) [9]: A password based
blind signature scheme PBBS is unframeable, if the probability
that .4 wins the following game is negligible.

o Step 1 (Setup Phase): (pk, sk) < KeyGen(1")

o Step 2 (Training Phase): A engages in polynomially
many(in k) adaptive interactive protocols (hash, Request
and Unblind oracles) with polynomially many copies of
user(pk, sk). A can ask any number of queries to this
oracles and decides in an adaptive fashion when to stop.

o Step 3 (Frameability Phase): A outputs a (m*, c*) which
has to be verified by Verify(m*,pk,c*) algorithm for
a distinct m*.

We say that A wins the game when Verify(m*, pk,o*) = 1.
That is, A outputs a valid tuple (m™*,c*) other than he/she
received during the training phase without the help of the user.

IV. PASSWORD BASED BLIND SIGNATURE(PBBS)

Password based blind signature(PBBS) in [21] is shown
in Fig. 1 which is an interaction between a user and a
server(signer). The authentication protocol should be resistant
to eavesdropping attacks, so that the protocol should not be
attacked by an adversary to carry out offline attack. Here
anyone can have a feel that if we expose y = ¢72(P®) ag
public key, it is susceptible to offline guessing attacks. But
since the password is randomly selected, we can ensure
the security by using 13 character passwords. According to
the NIST(National Institute of Standards and Technology)
recommendations [4], 80 bits entropy are required for secure
passwords. The minimum threshold level of entropy can be
obtained by using minimum 13 characters for a randomly
selected password from a 94 printable characters (Entropy,
H = logy(b') ~ 85 bits, where b = 94 and 1 = 13) which
ensures the security of the passwords. That is, it is quite
infeasible for an attacker to do offline guessing in polynomial
time.

Verification algorithm(Verify(m, o, y2,y)) helps to verify the
validity of the message-signature pair.

if ¢(0,9) = e(H1(m), yay)

return 1

else return 0
To show the correctness of verification
algorithm(Verify(m, o, y2,y)), the equation can be expanded
as follows.

11, Hz(pw) y n
Note that o0 = g 1(m)

(y1y2)*
Le2—n [ Ha(pw) [, (m)H2 (pw)—=z1

(grrg=2)k




Setup(1”): Select a pairing e :
parameters params < (e, q, Gy, Ga, g, H1, H).
USER

KeyGeny, (pw):
T1 <R Z;
Y1 < g"*

Y — gHQ(pw)

G1 x G; — Gy where G; and Go are cyclic prime order group in ¢ and
a generator g € Gq. Select hash functions, Hy : {0,1}* — Gy and H, : {0,1}* — Z,* and return public

7 < Ho(pw) — a1
return(x1,y1,y,1n)

Secret Keys(sk): sky = x1, sks = o,

Request;, (m, pk, pw):
k<«rZ,
L = Hi(m)g"
state < (m, k, pw)

Public Keys(pk): pky = y1,pks =42, y =g

Unblind;, (al , pk, state):

. 1 ? !
if (e(L,y297") = e(0,9))
then
o' L) [y (m)"
_ o (yp)*
if Verify(m,o,y2,y) =1
then return(o)

o =

SIGNER

KeyGens(n):
T2 <R ZZ
Y2 <= g**

Signing Key, skppps = x2 — 1
return(zs, skpeps, y2)

Ha(pw)

ISSlles(L,pk', SkpBBS)Z
0—/ — (L)SkPBBs

return (L)
Fig. 1. Password based blind signature scheme(PBBS) in [21]
LI2+H2(ZD“’)*77H1 (m)H2(Pw)*I1
wlg;ﬂg k
[EitT2 H, (m)Hz (pw)—z1
gk(11+z2)
_ (Hi(m)g*)™ 172 Hy (m) H2lre) =
gk(ll-‘rﬂw)
_ Hl(m)r1+m2+H2(pW)—f£1
= H,(m)®>H20w)
Therefore,
e(0,9) = e(H(m)"THpv), g)
= ¢(H:(m),g"g">"))
= e(H1(m),y2y)

V. STRONGLY SECURE PASSWORD BASED BLIND
SIGNATURE SCHEME(SS-PBBS)

The strongly secure scheme is as in Fig. 2. This is made
strongly secure by setting y = ¢"2(P) where r € Zy which
made public for verification of signature. Conference-key
sharing (CONF) [23] assumption states that given (g, g%, g°°),
compute ¢°, where g € G and a,b € Zy, is hard to achieve
[22]. Thus given g, ¢", g"2(P®) getting g/2(P®) is hard. In
ss-PBBS, ¢ is not public and only g, ¢g""2(P®) are public
and hence the hardness of solving this is more than CONF.
Eventhough ¢"2(P%) is public, offline password guessing

attacks will not be effective because it is not possible
to distinguish r and Ha(pw) from rHy(pw). Since Hy(pw)
cannot be obtained by enumerating the values of rH(pw)
and thus finding pw is hard.
Verification algorithm(Verify(m, o, y2,y)) helps to verify the
validity of the message-signature pair.

if ¢(0,g) = e(Hi(m), y2y)

return 1

else return 0
To show the correctness of verification
algorithm(Verify(m, o, y2,y)), the equation can be expanded
as follows.

/L7-H2 (pw)H n
Note that o = g 1(m)

(y1y2)*
Lr2—n[rH2(pw) i, (m)THz(pw)—xl

1 qT2 k
[E2+rH2 (pw)fnji‘1 (m)rH2 (pw)—z1

9= g=)*
_ L:E1+12Hl(m)rH2(pw)7w1
- gk(d?1+ibg)
(Hy(m)g*)7+ Hy (m) ) —o1
gk(x1+arz)
_ Hl(m)w1+rz+er(pw)—r1
= H; (m)12+TH2(PU’)




parameters params < (e, q, Gy, Ga, g, H1, H).
USER

KeyGeny, (pw):
w1 <RrZ;, T ERL;
y1 < g*!
Y — g’r'Hg(p'w)

Setup(1”): Select a pairing e : G; X G; — G2 where Gy and Go are cyclic prime order group in ¢ and
a generator g € Gq. Select hash functions, Hy : {0,1}* — Gy and H, : {0,1}* — Z,* and return public

7 < rHa(pw) — 21
return(x1,y1,y,n)

Request;, (m, pk, pw):
k<«rZ,
L = Hi(m)g" L
state < (m, k, pw)

Secret Keys(sk): sky = x1, sks = o, Public Keys(pk): pky = y1,pks =y2, y =9

Unblind;, (al , pk, state):
. oy 7 /
if (e(L,y29™") = e(0 ,9))

then
o' LH2(pw) Hy (m)n

_ ()t
if Verify(m,o,y2,y) =1
then return(o)

o =

return (L)

SIGNER

KeyGens(n):
T2 <R Z;
Y2 <= g**

Signing Key, skppps = x2 — 1
return(zs, skpeps, y2)

rHa(pw)

ISSlleg(L,pk', SkpBBS)Z
0—/ — (L)SkPBBs

Fig. 2. Strongly secure password based blind signature scheme(ss-PBBS)

Therefore,

e(0,9) = e(Hy(m)"+rH2(v), g)
= e(Hy(m), g* g H2(r))
= e(H1(m), y2y)

A. Proof of Security

The security of ss-PBBS scheme can be proved in con-
sideration with the properties of unforgeability, blindness
and unframeability. The following theorems show that pro-
posed ss-PBBS scheme is perfectly unforgeable, blind and
unframeable in the random oracle under computational Diffie
Hellman(CDH) assumption.

Theorem 1: The strongly secure password based blind
signature is existentially unforgeable against adaptive cho-
sen message attack(EUF-CMA) under CDH assumption
with an advantage of challenger at least ¢/e(1 + g;).

Proof:- In this simulation game adversary(A) plays the role
of user({/) and the challenger(C) as that of the signer(S). The
approach to security proof is similar to [16] and is as follows.
If there exists an adversary A who can break the scheme, then
there will be a challenger C who can make use of A to solve
the CDH which is considered to be a hard problem.

e Setup Phase: Challenger chooses public system
parameters (e, q, G1, G2, g, H1, H2) in which H; and

H, are cryptographic hash functions which behave
as random oracle. C sets yo = g* which is considered to
be the public key of the signer(pks) and sends public
parameters and y, to A.

Training Phase: During this phase .4 is permitted to
access the following oracles.

— H;-Oracle: H;-Oracle works in the following way.
An adversary can be able to make gy, queries with
m; and the challenger should be able to respond back
to these queries with h;. C maintains H;-list and this
will be empty initially. When A queries the oracle
with m;, C responds as follows.

If the query comes with m;, it checks whether it
is in the H;-list. If it is present in the H;-list as a
tuple (hcoin;, m;, h;, u;), then C replies with h; from
the list. Otherwise, C flips a coin randomly where
heoin € {0, 1}, which gives 1 with probability « and
0 with probability 1 — «. C also randomly chooses
U; €ER ZZ and makes the H;-list tuple as follows.
1. If hcoin = 0, C sets h; = Hy(m;) = ¢g* and
insert the tuple (hcoin;, m;, h;,u;) in to the H;-list.
Give h; to A.

2. Else, sets h; = Hy(m;) = g%ig® and insert the
tuple (hcoin;, m;, h;,u;) in to the H;-list. Respond
this h; as answer to the query by .A.



— Hy-Oracle: An adversary can be able to make g,
queries with pw; and the challenger should be able
to respond back to these queries. It is done by
maintaining a Hs-list which is initially empty. When
A queries the oracle with pw;, C randomly take
w; € Z;; and give Hy(pw;) = w;. Challenger also
randomly selects r; €r Z; and stores (pw;, wj,7;)
in the H»-list and later if the query appears with pw;
in the H-list, then gives the same w; from the tuple
(pwj,w;, ;) to the adversary.

— Issue Oracle: In the unforgeability game, adversary
A can access the Issue oracle also. The signature
is forgeable if the user is able to sign the message
without the participation of the signer. Therefore,
signer’s privacy should be maintain in the unforge-
ability game rather than the privacy of the user. A
chooses m; and pw; and requests the challenger C
for the signature on message m; with password pw;.
r; and w; = Ho(pw;) will be obtain from Ho-list,
if it is already queried. Otherwise, C randomly take
wW; €R ZZ, T; €R Z; and give Hg(pwj) = wj and
store it as the tuple(pw;, w;,r;) in the Hy-list. Then
C checks that whether m; is queried or not.

1. If m; is queried, C retrieve the corresponding tuple
(hcoing, m;, hi,u;) from the Hi-list. If hcoin; =
0, C calculates and outputs o; = y4'(h;)7™5. If
hcoin; = 1 then C aborts and reports failure.

2. If m; is not queried, C runs the H;-Oracle to get
the h;, hcoin; and u; values and insert these values
in H;-list. Then by using these values, produce the
signature according to step 1 in Issue Oracle.

o Forgery Phase: On getting sufficient training, 4 pro-
duces a message-signature pair (m*,o*) for a specific
pw; such that m* is not queried to Issue Oracle and
o™ is valid. But m* should be queried to H;-Oracle and
C obtains the tuple (hcoin™, m*, h*, u*) from Hy-list. If
m* is not queried to H1-Oracle abort. From Hs-Oracle
C obtains r; since the tuple consists of (pw;,w;,r;).
If m* is queried, then in some cases C can solve hard
problem(here CDH) as follows.

If hcoin®* = 0, C cannot do much and responds as
simulation failure. But, if hcoin®* = 1, C can solve the
CDH problem as follows. First C returns A* and u* from
H,-list and then compute g?® as follows.

o* (h*)etrsita(pw;)

yg* (h*)rjwj - (gG,Zu* (h*)rjwj
(gu gb)a (h*)erz(pwj)
(ga)u* (h*)erg(pwj)

a

=g
This solves CDH problem which is a contradiction to
CDH assumption. This indicates that .4 cannot produce
a valid signature o* for the message m*. Thus, we can
say that there is no forgery possible in polynomial time
with non negligible advantage.

Probability Analysis: In the proof of Theorem 1, challenger
needs to abort the game in certain situations. The requirement
is that the probability of aborting is to be negligible. Suppose

adversary makes a total of gy issue queries. As mentioned
earlier, let hcoin € {0,1},be 1 with probability « and 0
with probability 1 — «. During simulation hcoin = 1 is the
abort condition in training phase and hcoin = 0 is the abort
condition in challenge phase. Therefore, the probability that
challenger does not abort in training phase is (1 — «)?’. The
probability that challenger does not abort in forgery phase is
a. Let challenger does not abort during training phase is F
and challenger does not abort during forgery phase is E5

Pr(Challenger does not abort during simulation)=Pr(E7) A
P T(EQ)

Therefore,

Pr(Challenger does not abort during simulation)=a(1—c«)?.
By maximizing this value at aopy = 1—1/(¢s+1), probability
that challenger does not abort during simulation is at least
1/e(1+gr) which is non negligible, where ¢ is the number of
issue queries. Therefore, we can conclude that the advantage of
challenger is at least ¢/e(1+ ¢;) as required. This probability
analysis technique is similar to [19], where the authors use an
approach similar to Coron’s analysis [20] of the full domain
hash signature scheme.

Theorem 2: The strongly secure password based blind
signature satisfies blindness such that it is infeasible for a
malicious signer to distinguish between the two messages
mgo and m; has been signed first in two executions with
the honest user.

Proof:- In this game the role of adversary A and challenger
C is interchanged from the above game. A provides public
parameters(params) and two messages mg,m; € M and
sends to C. A random bit b € {0,1} is chosen by the C and
order the messages as m; and mi_; based on the value of
the selected bit *b’. The random bit *b’ is hidden from A. A
has given black box access to two oracles U (params, pk, mp)
and U (params, pk, m1_p). This U algorithms perform PBBS
protocol and produce the outputs o3, and o;_; corresponds to
my and mq_yp. If 0 # L and 01 # L then only A receives
(00,01). If 0, = L and o1 # L then A receives (L,¢). If
op # 1 and o1 = L then A receives (¢, 1). If o, = L
and 01 = L then A receives (L, 1). After accessing the
black boxes A tries to predict 'b’ and we prove that A can do
this with negligible advantage. That is, there is only guessing
probability.

Challenger selects k randomly from Z; and sends L to A
where L = H;(my,)g* which is uniformly distributed in G;. A
returns back ¢ € G, to the first oracle(U (params, pk,my))
and chooses the value using any strategy he/she wants. At this
point A fixes on the value and he/she is able to predict the
output o; of the oracle U(params, pk, mp) with negligible
advantage as follows.

Step 1: A checks if e(L, y2g~") = e(0’, g) holds. If the check
fails, record o, as L. Otherwise record the value as op.

Step 2: Similar to above A chooses any value ¢’ € G for
the second oracle and do the similar check. If the check fails,
record o1_; as L. Otherwise record the value as oq_y.

Step 3: If o, = L and 01—, # L then output (L, ¢). If o # L
and 01—, = L output (¢, L). If both checks fails then output
(L, L). If anyone of these three cases occurs, abort.

Step 4: Finally the adversary, A could predicts (o4, 01_p) only



if o, # L and o1, # L. That is, if both check succeeds
then A initiates PBBS protocol on m; and m;_; and outputs
op, 01—p respectively. If either protocol run fails, abort.

This prediction is true because A performs the same check as
that of honest user. If A4 is able to predict the final output of
its oracles accurately, then A’s advantage in distinguishing
U(params, pk,my) and U(params, pk, mi_p) is the same
without this final output. Therefore, all of A’s advantage
to distinguish between these signatures must come from
distinguishing the earlier message of the oracles(L). These
oracles send only uniformly random values and hence A can-
not distinguish between them with non-negligible probability.
Therefore we can define adversary A’s advantage in the game
as |Pr[b/ =b] —1/2|.

Theorem 3: If CDH assumption holds, the strongly se-
cure password based blind signature provides unframe-
ability under random oracle.

Proof:- To prove the unframeability, signer should not be
able to create a signature on behalf of the user without finding
user’s password. We can prove the security of the scheme
under CDH assumption. In this simulation game signer plays
as adversary and user as challenger.

o Setup Phase: Challenger C sets y = g% where a =
rHs(pw). C sends public parameters and y to A.

o Training Phase: During this phase .4 has access to
Request and Unblind oracles along with H;-Oracle.

— Hy-Oracle: This hash oracle is similar to that of H;-
oracle in the security proof of T"heorem 1 with only
difference is that it is provided by the user.

— Request Oracle: In this phase A selects m; and
queries for signature request,L from the C. It can be
simulated as follows.

1. If m; 1is queried, C retrieve the tuple
(hcoin;, m;, h;, u;) corresponds to m; from the H-
list. C randomly selects k €r Zj and computes
L = h;g" where h; = H(m;). A gets L as output
from the Request Oracle.

2. If m; is not queried, run the H;-Oracle and gets
h; corresponds to m; and do the similar step as
above.

Here the Request Oracle is similar to the normal
Request algorithm. Unblind Oracle can be simu-
lated as follows.

— Unblind Oracle: A queries this oracle with a
message,m,;.

1. If m; is queried, C retrieve the tuple (hcoin;, m;,
h;,u;) corresponds to m; from the H;-list. Then, if
heoin; = 0, C calculates and outputs o; = (y y2)™ .
If heoin; = 1 then C aborts and reports failure.

2. If m; is not queried, run the H;-Oracle and insert
the tuple (hcoin;, m;, h;,u;) in to the H;-list. Then
produce the signature according to step 1 in Unblind
Oracle.

« Frameability Phase: After getting sufficient training, A
produces a message-signature pair (m*,c*) such that
such that m* is not queried to Request and Unblind
Oracle and ¢* is valid. But m* should be queried to

Scheme Underlying Hardness Signature
Signature Assumption Size
Gjosteen et al. RSA RSA Inversion 1024 bits
Scheme 1 [9]
Gjosteen et al. CL LRSW 2Kk™* bits
Scheme 2 [9]
PBBS Scheme [21] BLS CDH 170 bits(constraint in
password size)
ss-PBBS Scheme BLS CDH 170 bits(no constraint
in password size)

¥k 1s security parameter

TABLE I
COMPARISON WITH EXISTING SCHEMES

H;-Oracle and C obtains the tuple (hcoin™, m*, h* u*)
from H;-list. If m™ is not queried to H;-Oracle abort. If
m* is queried, then in some cases challenger C can solve
hard problem(here again CDH) as follows.
If hcoin® = 0, C cannot do much and responds as
simulation failure. But, if hcoin®* = 1, C can solve the
CDH problem as follows. First C returns ©* from H;-list
and then compute g% and ¢®*2 as follows.

o* (h*)a+12
(y yo)*™ oy gmv
(9" 9")" (9" ¢")*

a\u* x2 \u*
ab(ggb)mz (g )

C knows (g, g%, g°, g*2) only and compute g% and ¢®*2 is
known to be CDH problem which is considered to be hard
problem. Till today, there is no polynomial time algorithm
exists for solving CDH problem. This indicates that A
cannot produce valid signature ¢*. Thus, we can say that
there is no frameability possible in polynomial time with
non negligible advantage or the scheme is unframeable.

The probability analysis of Theorem 3 is similar to Theorem
1.

B. Advantages

Since the scheme(ss-PBBS) is using both signer’s secret
key and user’s password, it provides more stronger security
and it has more efficiency than the existing schemes [9] as
shown in Table 1. There is no constraint for the password
size and the scheme is not susceptible to offline-password
guessing attacks. Thus ss-PBBS scheme is more suitable for
client server applications especially for banking applications
where both customer and bank secret information are needed
for transaction without any password guessing attack.

VI. CONCLUSION

ss-PBBS scheme is strongly secure scheme and is not
susceptible to off-line password guessing attack even if the
password size is small. Security proof for this scheme in
standard model is an open problem. The scheme can also
be made to a honest-user unforgeable password based blind
signature scheme using the generic transformation given in

[8].
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