
 

  
Abstract—This special issue brings selected papers from the 2013 
Central European Conference on Cryptology, held in Telč, June 
26-28, 2013. 
 

his special issue focuses on the area of applied crypto-
graphy, bringing up selected papers from the 2013 Central 

European Conference on Cryptology, covering various aspects 
of cryptology, including cryptanalysis, cryptographic applica-
tions in information security, design of cryptographic systems, 
general cryptographic protocols, post-quantum cryptography, 
pseudorandomness, signature schemes, and steganography. 

The first paper “Protection of Data Groups from Personal 
Identity Documents” of Przemysław Kubiak et al. proposes a 
procedure of presenting a signed face image of the document 
holder. The aim of this procedure is to authenticate the image 
by document issuer, but at the same time to prevent misuse of 
this high quality digital data. The solution reflects the techno-
logy challenges related to limits of data storage on a personal 
identity document chip, and the designed protocols can po-
tentially be used for other than just biometric data. 

The second paper “Classes of Garbling Schemes” of Tommi 
Meskanen et al. extends some results of the work of Bellare et 
al. from 2012 on garbled circuits from a cryptographic tech-
nique to a cryptographic goal, defining several new security 
notions for garbled circuits. Meskanen et al. provide some new 
results about the classes of garbling schemes defined by 
Bellare et al., define new classes of garbling schemes, prove 
their relation of earlier classes, and also investigate some re-
sults concerning the new classes. 

The third paper “On a key exchange protocol based on 
Diophantine equations” of Hirata-Kohno et al. analyzes a key 
exchange protocol proposed by H. Yosh in 2011, based on the 
hardness to solve Diophantine equations. The authors analyze 
the protocol and show that the public key is very large, 
suggesting also an alternative solution through large families 
of parameters both in the finite field and in the rational integer 
cases for which the protocol can be secure. 

The last paper “Strongly Secure Password Based Blind 
Signature for Real World Applications” of Sangeetha Jose et 
al. password based blind signature that are used in scenarios 
where a user requires the authentication of the signer without 
revealing the message to the signer. The authors propose a 
novel design that ensures the properties unforgeability, blind-
ness and unframeability. Yet for small sizes of passwords, an 
off-line password guessing attack is of high relevance. The 

 
 

authors propose a strongly secure password based blind short 
signature that solves the off-line password guessing problem, 
with the formal proof of the scheme reduced to the compu-
tational Diffie-Hellman (CDH) assumption. 
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