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Time-Frequency Domain
1

Chengjie Li

1

Lidong Zhu

Abstract—In this paper, a novel Matching Optimization Algorithm (M OA-algorithm) based on underdetermined blind source
separation is proposed for non-orthogonal frequency hopping
signal (that is, inner products are not always equal to zero
in the same time-frequency point). Compared to traditional
methods, the separation method is formulated as matching
optimization. In our method, we accomplish the underdetermined
blind source separation by computing the Short Time Fourier
Transform (STFT) of each observation to get the signal timefrequency distribution, then we formulate the separation problem
as matching optimization. In matching optimization, a new cost
function is designed to improve the complete separation, and
we make negative gradient direction as the steepest descent
direction, to verify the proposed method on several simulations.
The experimental results demonstrate the effectiveness of the
proposed method.
Index Terms—Blind Source Separation, Frequency hopping
signal, Time-Frequency Distribution, Cost Function, Pearsons
correlation coefficient.
1 2 3

I. I NTRODUCTION
Blind source separation (BSS) is a major research area
in signal processing and machine learning, and is used in
many fields, such as image recognition, speech enhancement,
biomedical signal processing, wireless communications etc.
[1][2][3]. BSS aims to extract individual components from
their mixture samples where there is very limited, or no,
prior information on mixture samples or the mixing process.
Recently, many BSS methods are based on Independent Component Analysis with the assumption that the sources are
independent signals. Some other methods based on WignerVille Distribution (WVD) are proposed, but there is a contradiction between time-frequency concentration and crossterm interference in these methods [4]. At present, most
traditional BSS methods assume that the source signals are
statistically independent or the mixed matrix is full column
rank. However, in many situations, this hypothesis is not valid.
Consequently, recovering the source signals by multiplying the
mixed matrix’s pseudo inverse cannot be used. In practical
terms, the overdetermined mixture assumption is not always
satisfied, thus it is necessary to solve the problem of underdetermined blind source separation (UBSS). Compared with the
1 University of Electronic Science and Technology of China, Chengdu,
Sichuan, China, E-mail: junhongabc@126.com, zld@uestc.edu.cn
2 NCS Pte. Ltd. of Singapore Tele-communications Limited, Ang Mo Kio
Street 62, NCS Hub, Singapore, E-mail: zhangzhen@ncsi.com.cn
3 Manuscript submitted on August 29, 2016
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classical BSS approaches, the method in this article requires
less constraints on the source signals, such as stationarity and
independence. So it is more suitable to separate non-stationary
sources, such as Frequency-Hopping (FH) signal.
Frequency-Hopping (FH) signal has been widely used in
military field and modern communication systems due to its
high security and good anti-jamming ability [5]. To meet the
need of Counter-reconnaissance, F H signal blind source separation research has been a focus. Recently, some researchers
discuss orthogonal F H signals underdetermined blind source
separation method based on sparsity [6][7], however, nonorthogonal Frequency Hopping Signal Underdetermined Blind
Source Separation is a challenge. In this article, we propose
a non-orthogonal underdetermined blind source separation
method based on convex optimization methods, that is, M OAalgorithm. The problem is described as follows: (a) By computing the Short Time Fourier Transform (STFT) of each
observation, we can get the signal’ time-frequency distribution.
(b) We construct the cost function according to the sample data
in time-frequency domain. (c) We find the optimal solution of
the cost function by using the steepest descent method.
The rest of this paper is organized as follows. In Section II,
we introduce the preparatory work of this article, In Section
III, we introduce the blind source signal separation algorithm,
that is, M OA-algorithm. In Section IV, we introduce and
discuss the experimental results. Finally, the conclusion is
drawn in Section V.
II. P REPARATORY WORK
In this section, we introduce the related preparatory work
of M OA-algorithm.
A. BSS Model
BSS aims at separating a set of N unknown sources from a
set of M observations. Usually, the observations are obtained
from M sensors, each sensor receives a mixture from those
sources, the framework of BSS model is as below:
The principle of BSS is shown in Fig.1. The matrix S(t) =
[s1 (t), s2 (t), · · ·, sN (t)] is composed of N unknown sources,
and the matrix Y (t) = [y1 (t), y2 (t), ···, yM (t)]T represents M
observations. Considering linear instantaneous mixtures model
only, each observation is described as below [8]:
yj (t) =

N

i=1

aij sj (t) + ni (t), j = 1, 2, · · ·, M

(1)

1
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Y(t)

S(t)

Fig. 1.

+

Mixed
Matrix A

Separating
Matrix W

Framework of BSS Model

here, aij is the (i, j)th element of the mixed matrix, ni (t)
is the ith component of the noise. Equation (2) can also be
written in matrix form,
(2)

Y (t) = AS(t) + N (t)

According to the relationships among the numbers of original
signal (M ) and the numbers of receiving antenna(N ), blind
source signals can be classified into overdetermined blind
separation (M < N ), determined blind separation (M = N )
and underdetermined blind separation (M > N ).
B. Frequency-Hop Signal Model
The F H signal is a kind of non-stationary signals whose
carrier frequency changes along with time, it can be expressed
as [5]:
√ 
rectTH (t − kTH − αTH )
f (t) = 2S
(3)
k
· ej2πfk (t−kTH −αTH )+jθ + n(t), 0 < t ≤ L

here, L is the length of the sample data, rectTH is the
rectangular window whose width equals to TH , TH is the hop
duration, fk is the carrier frequency of the kth hop, αTH is
hop timing, θ is the phase of the F h signal, n(t) is additive
noise, S is the power of the signal.

Non−orthogonal Frequency Hopping Signal Time−Frequency Image
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III. M OA- ALGORITHM
A. Problem Formulation
The mixed signals are certain to collide in the timefrequency domain when the mixed signals are non-orthogonal,
as is shown in Fig.3. We can judge whether signals collide
according to the number of signals in frequency domain [9].
The signals do not collide if the signal number is equal
to the number of source signals in frequency domain. The
signals collide if the signal number is less than the number of
source signals in frequency domain. We can separate the mixed
signals with Density Component Analysis Method when the
source signals do not collide [10], which will be concisely
introduced in the following part 3.2, and the separated signal
will be signal vector space Y1 . The mixed collided source signals will be the mixed signal vector space Y2 . We can separate
them with Matching Optimization Algorithm (M OA).
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Fig.2 describes the time-frequency distribution of a F H
signal. we can see there are five hops in this sample. The
length of the whole hops is one hop duration. We can see that
all hops of the F H signal are actually finite sine waveforms
without any overlap in time domain with each other. Each
of the finite sine waveforms is uniquely decided by the three

2

followed parameters, Tk denotes the location of kth hop in
time domain, fk denotes the location of kth hop in frequency
domain, TH denotes the length in time domain.
The problem in this paper focuses on how to separate the
initial Non-orthogonal Frequency Hopping Signal without any
more prior knowledge.

Frequency(f/fs)

N(t)

2

B. Density Component Analysis Method
In this section, we introduce the Density Component Analysis Method concisely, and the detailed research is another
research.
(1) Construct Cost Function Pair (ρi , δi )
According to the time-frequency domain sampling points i,
we compute two quantities: its local density ρi and its distance
δi from points of higher density. Both quantities depend only
on the distances dij between sampling data points, which are
assumed to satisfy the triangular inequality. The local density
ρi of data point i is defined as:

χ(dij − dc )
(4)
ρi =
j
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in above equation, if x < 0 then χ(x) = 0 otherwise χ(x) = 1,
dc is a cutoff distance. Basically, ρi is the number of sampling
points, the distance of sampling points to sampling point i is
smaller than dc . The algorithm is sensitive only to the relative
magnitude of ρi in different points, that is to say, for large
data sets, the results of the analysis are robust with respect to
the choice of dc .
δi is measured by computing the minimum distance between
the sampling point i and any other sampling point with higher
density:
δi = minj:ρj >ρi (dij )
(5)
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space above, decision coordinate system can be found in Fig.5,
which shows the plot of δi as a function of ρi for each
sampling point. It is seen that although the data number 2
and 22 are very near, they are not the cluster center due to the
small value of δ. Meanwhile, we can see from Fig.5 that data
2 and 22 belong to different centers, i.e., 5 and 19 respectively.
Hence, only the data with both large values of δ and ρ will
be treated as cluster center, such as data number 5 and 19 in
Fig.5. Note that the points 14, 15, and 23 have a relatively
high δ and a low ρ. These points are isolated data and can be
considered as clusters with single point, which is also named
outliers.
After the cluster centers have been found, each remaining
sampling point is assigned to the same cluster as its nearest
neighbor of higher density.
We can separate the mixed signals with the above Density
Component Analysis Method when the source signals do not
collide, and the separated signal will be signal vector space
Y1 . The mixed collided source signals will be the mixed signal
vector space Y2 . We can separate the mixed signal vector space
Y2 with M OA-algorithm as follows.

17
22

21
14
23

Fig. 4. Decision Coordinate System. Sampling Data Points are Ranked in
Order of Decreasing Density

(2) Construct Decision Coordinate System
This observation, which is the core of the algorithm, is
illustrated by the simple example in Fig.4. Fig.4 shows 23
points embedded in a two-dimensional space [25]. Based on

C. Construct Cost Function of M OA-algorithm
According to the separated signal vector space Y1 and
the mixed collision source signals vector space Y2 , we can
construct the following cost function.
min  β −
A,E



λi xi p + E, subject to xi ∈ X

(6)

here, β is the collision vector,
 and belongs to the Y2 . λi is the
weight coefficient of xi .
xi is the random sum of x1 , x2 ,
· · ·, xn , xi ∈ Y1 . A = [xi , x( i + 1), x( i + 2), · · ·, x( i + k)]. E
is the Mean Squared Error(MSE), here,

σ12 + σ22 + · · · + σn2
E=
,
(7)
n
σ1 , σ2 , · · ·, σn is the error value.
We find the optimal solution of the cost function by using
the steepest descent method. So, the negative gradient direction
∇min(·)
d = − ∇min(·)
is the steepest descent direction [11].
IV. P ERFORMANCE A NALYSIS OF M OA- ALGORITHM
A. Algorithm Process Analysis
M OA-algorithm aims at reconstructing the mixed matrix
and the source signal according to Y1 , Y2 by solving the
following optimization problem:


σ12 + σ22 + · · · + σn2
min  β −
,
λi xi p +
(8)
A,E
n
subject to xi ∈ X

Fig. 5. Decision Coordinate System. Sampling Data Points are Ranked in
Order of Decreasing Density

the distribution of the sampling points in a two-dimensional

SEPTEMBER 2016 •

VOLUME VIII

• NUMBER 3

where the first term penalizes non-sparse solutions, the last
term is a classical data fidelity term. Because Y1 is separated
signal vector space, it is sparse. The sparsity level is measured
by the lp norm of the sources. We generally choose either
p = 1 or p = 2. In [12], [13], how to choose to a particular
lp norm for the sparsity penalty have been discussed in more

3
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detail. If E is fixed, the l2 norm is particularly appealing since
it makes the estimation of β be a convex optimization problem.
In M OA-algorithm, we will choose p = 2 which has been
shown to provide the best separation results in the following
simulations in part 5. So, the problem in (8) is classically
tackled by using the steepest descent method. So, the negative
∇min(·)
gradient direction d = − ∇min(·)
is the steepest descent
direction.
According to (8), the mixed matrix A is estimated by
looking for the optimal solution of the following convex
problem:

λi xi p + E, subject to xi ∈ X (9)
min  β −

4

In numerical experiments, in order to show better performance of the proposed algorithm, we measure the convergence
speed with Ect value. The results are shown in Fig.6, the
horizontal axis is iteration number, the vertical axis is Ect
value and Ect is defined as [20]:
Ect =

M 
M

( )
i=1 j=1

M 
M

| cij |
| cij |
+
( )
maxk | cik | −1 j=1 i=1 maxk | ckj | −1
(10)
The separation performance under different K

1.8
1.6

A

B. Convergence of M OA-Algorithm
Because the problem in (8) is not convex, convergence
to a critical point can be expected. For a fixed collision
vector β (β belongs to the Y2 ), minimizing the problem
in (8) can be tackled by Block Coordinate Relaxation [16].
Then, this procedure can make solve sequences of convex
minimization problems take place of a globally non-convex
problem. In [17], convergence of block coordinate relaxation
for the minimization of non-differentiable and non-convex cost
functions have been proved by Tseng. According to [17], the
minimization of function in (8) converges to a critical point
when the parameters λi and xj are fixed .
Firstly, decreasing the thresholds is a strategy to improve the
robustness of the M OA algorithm to spurious local minima. In
the field of optimization, this procedure is reminiscent of the
fixed point continuation technique, which has been proposed
to speed up the minimization of  • p -penalized least-squares
[18]. The convergence of the M OA algorithm would be
guaranteed as long as steps (8) are alternated until convergence
for each value of λi . The thresholds are however updated at
each iteration of the M OA algorithm, which helps speeding
up the algorithm but might prevent it from convergence.
Secondly, weight coefficient λi is updated at each iteration,
but also might prevent the M OA algorithm from convergence.
Lastly, in the spirit of re-weighted l1 techniques, the weight
coefficients are updated based on estimating of xj ∈ Y2 [49
19]. If this strategy is a well motivated heuristic, the convergence of the M OA algorithm is not theoretically grounded.

4

1.4
1.2
1
Ect

The equation (9) can be decomposed into two terms: i) a nonconvex p−norm penalty, and ii) a quadratic and differentiable
data fidelity term E. Let ∀x1 , x2 ∈ Y1 , | E(x1 ) − E(x2 ) |≤
L | x1 − x2 |, the quadratic term E is differentiable and its
gradient satisfied L − Lipschitz conditions. That shows the
problem in (9) can be solved exactly by using the ForwardBackward splitting algorithm [14]. In [15], this optimization
strategy has been used for solving the steepest descent method,
but it has the strong weakness of dramatically increasing the
computational cost of the algorithm: update A would require
efficient but costly iterative algorithms. Furthermore, each
time the source matrix A is updated in the algorithm M OA
algorithm, it is fully re-estimated. Therefore, it may not be
necessary to update with high precision A at each step of
M OA algorithm.
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Fig. 6.
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Convergence Performance of the M OA algorithm.

From Fig.6, we can see that the algorithm has a good
convergence performance, and it has a satisfied convergence
speed.
C. Choosing the Parameters in M OA-algorithm
The M OA algorithm relys on a re-weighting procedure
that penalizes certain entries of the estimated sources. The
weights are function of the  • p norm of the columns of
A. They somehow measure the activity of each sample across
the sources. Intuitively, choosing a low value for p seems quite
natural since it yields more contrast between sparse and nonsparse columns of A. This argument would make perfect sense
if the true sources were known. A trade-off has to be made
between the two following options [21]:
i) Large values for p might lead to an under-penalization of
less discriminant entries.
ii) Small values for p provides a larger penalization of nonsparse entries of A, which is desirable to efficiently separate
s.p.c. sources.
However, at the beginning of the M OA algorithm, one
has only access to imperfect, if not erroneous, estimates of
A. In this case, small values of p might mis-penalize/misfavor entries of A which can eventually hamper the separation
process. Alleviating this dilemma is made by starting with
a high value for p-typically and then decreasing it, at each
iteration, towards some final value pf . Several values for pf
have been tested; it turns out that choosing pf = 0.001 leads to
a good trade-off for all the experiments we carried out. Smaller
values for pf did not bring any noticeable improvement [22].
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V. SIMULATION AND BLIND SOURCE SIGNAL
SEPARATION RESULTS
In this section, we present computer simulations, in order to
illustrate the performance of the proposed M OA-algorithm. In
the simulation, the non-orthogonal frequency hopping signal
in time-frequency domain will be separated from the mixed
signals.
Each parameter is defined as follows: f b = 2 ∗ 105 Hz
for sample rate, Rb = 103 bps for transmission bit rate,
v = 500hop/s for hopping speed, f0 = 2 ∗ 103 Hz for
modulation frequency, m = 8 for bit numbers, the original
signal numbers as M K = 3, and the receiving antenna
numbers as RK = 2.
The sent source signal’s Time-Frequency images are shown
in the Fig.7. We aim to separate each object signal from the
received mixed signals.
After Gauss channel transitions, the received mixed signal Time-Frequency images are shown in Fig.8 (Received
Composite Signal). Here, we consider two channels to fully
simulate the realistic signal transmission, which are shown
from top row to the bottom row in Fig.8, respectively.
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Fig. 7. The sent source signals waveforms. Three sent source signals are
considered.
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D. Discussion About the Impact of Noise
In this section, we discuss the impact of the re-weighting
scheme on the performances of the M OA in the noisy
condition. First, in the M OA algorithm, the weights λi are estimated from the estimated sources. These sources are obtained
via Step 1 of the M OA algorithm. In the low noise limit, one
interesting feature of the proposed re-weighting scheme is that
it is inversely proportional to the amplitude of the columns of
A. More precisely, this entails that large entries of A which
are shared by several sources are more penalized than small
entries with the same relative distribution across the sources.
Strongly penalizing large and correlated entries is desirable
since they are detrimental to the estimation of the mixed matrix
and the sources [23]. In the noisy setting, the situation turns
out to be rather different since small-amplitude samples are
more likely perturbed by noise than large amplitude entries.
On one hand, the proposed re-weighting procedure might
be disastrous for the separation of the sources whether they
are partially correlated or not. Indeed, since the weights are
inversely proportional to the amplitude of the columns of
the sources, the proposed procedure will tend to favor small
entries which are more affected by the presence of noise.
On the other hand, Step 1 of the M OA algorithm rejects
entries with amplitudes smaller than some prescribed noisedependent level. This should lower the impact of noise on the
performances of the M OA algorithm [24].
In [18 25], the authors demonstrated that the M OA algorithm is robust to additive noise contamination. This is
especially true whenever morphological diversity holds; in
that case the most discriminant sources are the entries of the
sources with the most significant amplitudes. It turns out these
entries are also the least contaminated by additive noise. In the
case of s.p.c. sources, the most discriminant sources are not
necessarily the large-amplitude samples. A first consequence
is that noise will be very likely to have a strong impact on the
quality of the separation.
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Time(ms)

5

6

Fig. 8. The Received Mixed Signal Waves after Gaussian Channels. Two
Gaussian Channels are considered.

A. The First Comparative Experiment of Effect
By using the proposed M OA-algorithm, the final blind
source separation waveforms are shown in Fig.9, where three
signals are displayed. It is seen that the obtained three object
signals are very similar to the initial object signals in Fig.7.
We compare the signals between Fig.7 and Fig.9 by objective evaluation and further compare the separation performance
with the classical searching and averaging method in frequency
domain (SAMFD) [26], the Pearsons correlation coefficient
value is used [27]. The results are shown in Fig.10, where

5
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we will analyse the separation effect by using the error
performance analysis as another evaluation criterion. In the
error performance analysis, we further compare the separation
performance with the classical Based on the Ratio Matrix
Clustering Algorithm [28], where the P I value is used [29].
The formula is defined as:

A−A
},
(12)
P I = E{
A
 is the mixed estimation matrix.
here A is the mixed matrix, A
From Fig.11, we can see that blind sources signals can be
The separation performance under different SNR
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Pearsons correlation coefficient is defined as:
n

(xi − x̄)(yi − ȳ)
r =  i=1
n
n


(xi − x̄)2
(yi − ȳ)2
i=1

0.2

0.15

(11)

0.05
−10

i=1

From Fig.10, we can see that blind sources signals can be
efficiently separated by the M OA-algorithm, and it has a
better performance than the classical SAMFD.
The separation performance under different SNR
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Fig. 11. Blind Source Separation Result, this article method has a better
performance than classical classical Based on the Ratio Matrix Clustering
Algorithm

VI. CONCLUSION
In this paper, we propose non-orthogonal frequency hopping
signal underdetermined blind source signal separation. Firstly,
we introduce the relevant knowledge about blind source separation. Secondly, we design a novel M OA-algorithm to separate the mixed non-orthogonal F H signals. The experiment
results demonstrate the effectiveness of the proposed method.
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Fig. 10. Blind Source Separation Result, this article method has a better
performance than classical Searching and Averaging Method

B. The Second Comparative Experiment of Effect
From the above section, we can know the M OA-algorithm
has a satisfying separation effect. In the following section,
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where rjk   2  jk are elements of a clutter correlation matrix;
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equation takes a form

1
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2

 uj .

(6)

j 2j 2

This algorithm results from the statistical synthesis
procedure, in essence, is optimal and allows the simple
physical interpretation. Accumulation presented in the
algorithm allows smoothing of obtained sample fluctuations,
thereby increasing the estimation accuracy. The algorithm
(6) can be expanded to а case of the clutter with arbitrary
correlation properties.
A structural scheme of the correlation coefficient
measuring system is presented in Fig.1, which realizes the
algorithm (6), where SD is the storage device,  is a
multiplier unit, Acc is an accumulator, D is a divider unit.

2

( n  1)(1   )
.


2 2
2 2
(1   )
(1   )
According to (7), we have finally:

from which we find the required estimation algorithm:

ˆ   u j 1u j

2

 ln P () ( n  1)(1   ) 4( n  1) 



2
2 2
2 2
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(1   )

0,




2

3

2( n  1)(1  3 )

2

 ˆ 

2 2

(1   )

.
(8)
2
( n  1)(1   )
As we see, the estimation accuracy depends on the
correlation coefficient  and a number of averaged readings
n . Evidently that the necessary accuracy of estimation can be
provided by appropriate choice of the number of averaging
readings n .
Expression (8) characterizes the potential accuracy of the
measurement indicating the lower boundary of the variance
2

 ̂ . Nevertheless, results of imitation statistical modeling of
analyzed algorithms and signal processing devices are
recognized by radar engineers as the most reliable and
adequately represented the features of the actual devices.
IV. MODELING OF THE ESTIMATION ALGORITHM

Fig. 1. A structural scheme of the correlation coefficient
measuring system
III. ANALYSIS ON ESTIMATION ACCURACY
For future utilization of the correlation coefficient
estimation ̂ , it is necessary to determine of its estimation
accuracy. Taking into consideration that the obtained
estimation ̂ is asymptotically normal and asymptotically
effective, we shall characterize the estimation accuracy by a
variance of the correlation coefficient estimation ̂ , which is
defined by the Cramer-Rao equation [19]:

 ˆ   ln P({u j }
2

(n)

2



1

2
/  ) /   .



(7)

To make the appropriate calculations in (7), we find the
second derivative of the likelihood function (1), by
differentiation of (5):
2

2

 ln P () ( n  1)(1   )


2
2 2

(1   )


4
2

n

2 2

 (1   )
2



2(1  3 )



2

 u j 1u j 

j 2

 n u 2   n u u  .

j 1 j 



2 3
(1  
) j 2j 2



As a result of statistical averaging, taking into account that
2

2

Statistical modeling of the estimation algorithm includes
formation of the model of an initial sequence of the clutter
readings, calculation of the correlation coefficient estimation
in accordance with the algorithm (6), and statistical
determination of the estimate variance. Modeling is
convenient to perform in the universal mathematical software
package MathCAD, which is widely accepted as the best
system for scientific-technological computations. The
MathCAD package has powerful embedded means for
implementation of numerical methods for calculations and
mathematical modeling in combination with possibility to
perform many operations of the symbolic mathematics.
Modeling of the initial clutter readings for the normal
(Gaussian) distribution law and given correlation properties
reduces to sequence formation of n sampled correlated
readings.
To define a sequence of random numbers distributed by
the normal law, we use the embedded element of random
numbers, which is called in the MathCAD system by the
function rnorm( m,  ,  ) , whose appropriate parameters are:
m is a number of called elements,  is mathematical
expectation,  is the rms deviation.
Formation of the initial sequence of correlated readings is
done by means of linear transformation of random numbers,
which are generated by the embedded element in the
MathCAD system. In the case of the exponential correlation
function  jk  

| j k|

, this linear transformation has a view:
2

u
 u j 1  1   rnorm(1, 0, 1) , j  1, n ,
j
where u0  rnorm(1, 0, 1) .

2

u j 1u j    , and u j   , we obtain
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On the base of formed readings u j , according to the
algorithm (6), the correlation coefficient estimation ̂ can be
obtained.
By the method of statistical testing (the Monte-Carlo
method) consisting of multiple repeat of the estimation
algorithm (6) to estimate the correlation coefficient ̂ we
obtain the sample {ˆ i } , i  1, N , where N is a number of
experiment repetitions.
The variance of correlation coefficient estimation is
obtained from the following expression:
1 N
1 N 2
2
2
2

 ˆ
 ( ˆ i   ˆ ) 
 ˆ i   ˆ ,
N 1 i 1
Ni1

1 N
where  ˆ 
 ˆ i is the mathematical expectation or the
N i 1
mean value of the correlation coefficient estimation.
Figure 2 shows curves characterizing the
dependence of the rms value of  ̂ upon the readings
number n at   0.99 and N  1000 . The solid curve
corresponds to computations on the formula (8), and the
dotted curve corresponds to empirical results obtained by
means of statistical modeling on a computer.

4

V. FUTURE INVESTIGATIONS
Results obtained in this paper are going to be used for
optimization and analysis of the non-recursive rejection filterз.
In conformity with tasks of moving object selection on the
background of lengthy passive interference, we are going to
synthesize estimation algorithms for clutter correlation
parameters: correlation coefficients and the Doppler phase
shift, taking into account the interference structure. Moreover,
we are going to analyze estimation accuracy depending on the
clutter parameters and the volume of learning sample.
For rejection filters on non-recursive type, we hope to
develop criteria and adaptation algorithms to unknown
spectral-correlation characteristics of the clutter. On the base
of approximating models of the clutter, we think to obtain
stable (from computing point of view) algorithms of adaptive
rejection of this clutter. We hope to develop structural
schemes of adaptive rejection filters of sliding and grouped
processing.
We are going to perform effectiveness analysis of nonrecursive rejection filters versus the filter order, signal and
clutter parameters, the volume of learning sample. We plan to
solve problems of optimization under conditions of a priori
ambiguity of signal detection systems on the background of
the clutter, which perform the coherent rejection with further
coherent or non-coherent accumulation of rejection
remainders.
We hope to solve problems of parametric and structural
optimization of detection systems for multi-frequency and
non-equidistant signals on the clutter background. .
VI. CONCLUSION
The
synthesized
maximally-likelihood
estimation
algorithm (6) and the corresponding measuring device allow
asymptotically effective estimations of the clutter correlation
coefficient. The estimation accuracy, which characterize by
formula (8) obtained for the clutter correlation coefficient, has
the asymptotical character, which is confirmed by results of
statistical modeling provided.
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Abstract1—SDN gives the possibility to design new solutions for
flow based load balancers, needed by the handling of quickly
growing Internet data, and end user demands. A key element of
this can be the Bloom filters and its probabilistic techniques to
reduce information processing and networking costs. We selected
a Bloom filter variant optimized for low footprint and designed
and implemented a flow based load balancer solution. We
identified an issue of such load balancers during their
initialization phase in case of plug and play deployments. We
propose a solution to alleviate this problem and evaluated its
performance.
Keywords- Bloom Filter; Load Balancing; packet flow

I.

INTRODUCTION

Internet data traffic is quickly growing, as more and more
people are getting easy access to different kinds of services,
such as file sharing, video streaming, video-on-demand (VoD),
IPTV, Voice-over-IP (VoIP), etc. Thus the data that needs to
be transported from and to different nodes through a meshed
network is increasing. This may cause capacity and
performance issues on the serving nodes, which leads to the
need of scaling. A commonly used technique is to group the
serving nodes into a cluster, but still offer the service over a
single access point (e.g., well known address). By doing so, the
clients will still reach the service the same way as before. For
this to work, a solution was needed to cleverly distribute the
demand among the server cluster members. This functionality
is provided by the load balancer: it tries to share the load within
the cluster [1]. The packets transported over the Internet can be
viewed as part of a session defined by the endpoints (e.g.,
source and destination addresses, port numbers).
The load balancer should be able to identify the different
sessions (or flows) and should direct the packets belonging to it
to the same server within the cluster. When the load balancer
deals with flows, it has a dual task: it should both balance the
load among the served output ports (assuming that each port
leads to a different server) and to evenly distribute the amount
of traffic among these ports. The problem is that the carried
traffic volume might differ from flow to flow, thus it is not
enough to focus on the per-flow traffic distribution. It is neither
acceptable to focus solely on the equal traffic load distribution,
The authors are with the HSN Lab, Department of Telecommunication and
Media Informatics, Budapest University of Technology and Economics,
Budapest, Hungary (email: simon@tmit.bme.hu)
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because then different packets from the same flow would be
sent out on different ports, potentially to different servers.
Most of the theoretical models that address the load
balancing problem try to provide a solution optimizing the
resource usage of the control process and/or focus on the long
term stability of traffic load distribution. (see the rest of this
Section). Nevertheless, the proper operation of a load balancing
mechanism is vulnerable to the initialization of the mechanism
itself, as we learned it during the implementation and testing of
a stateful load balancing proposal (called Round Robin Bloom
Filter) optimized in terms of resource usage. In what follows
we introduce the reader into our motivation to work with and
the environment in which we implemented the particular load
balancing solution. Later on in the paper (see Section IV.C) we
show how does this initialization problem (named startup
transient) manifest in a backbone network by conducting
dedicated experiments with our implementation. Further on we
propose a solution to alleviate this problem and discuss its
applicability using further experiments. Thus the main
contribution of our paper is to show how the startup transient
issue was handled, as it has a crucial role in sustaining the
balance between the dual role of load distribution and flow
integrity preservation of a stateful load balancer.
When we searched for potential environments to design and
deploy a load balancer, we quickly converged to a decision on
selecting Software-Defined Networking (SDN), as it is widely
recognized as an enabler of dynamic network behavior to adapt
to changes in demand [2]. The use of SDN to respond to
increasing load is a natural choice and has already been
investigated by the networking community. Load balancing in
SDN can be achieved in different ways, one of which is to use
Finite State Machine (FSM) models with defined network
policies described in [3]. Nevertheless, the memory footprint
and the required reaction speed for such solution when we have
to control a backbone link of the networks calls for the use of
new mechanisms. We oriented ourselves towards probabilistic
techniques, as many of the network solutions today utilize them
to reduce information processing and networking costs. Having
millions of data elements in any network it became
increasingly important to develop efficient solutions for
storing, updating, and querying them. One great idea
introduced by Bloom filters (BF) is that by allowing the
representation of the set of elements to lose some information,
the storage requirements can be significantly reduced [4]. The
BF is a space-efficient probabilistic data structure that supports
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set membership queries. This data structure provides a
probabilistic way to represent a set that can never have false
negatives (saying that an inserted element is not in the set) but
can have false positive returns (saying that an element is part of
the set when in fact it is not).
Networking applications of different BFs emerged back in
the late 90s. Broder and Mitzenmacher published a survey [5]
on network applications of BFs in 2004. A very recent survey
[2] by Tarkoma et al. from 2012 reviews over 20 BF variants
and their applications for caching, peer-to-peer systems,
routing and forwarding, and measurement data summarization.
For our work, the interesting application field of Bloom filters
is the flow based load balancing.
Regardless of the wide range of different BF flavors, we
found that apart of the proposal of Szabo in [6] no suitable BF
adaptation for efficiently applying actions consistently to an
event stream, based on past decisions assigned to events within
a time window. This solution retains the control states assigned
to subset of events according to their arrival time slot up to a
time window. The Round-robin Bloom filters (RRBF)
proposed there would suit well the server farm load sharing or
the path load balancing scenarios. An alternative proposal was
the Time-Decaying Bloom filter (DBF) [7], which uses
bounded counters in each filter bit position. It increments by 1
at the hash positions of the tested/inserted item and decreased,
and decreases it periodically each counter. Two proposals were
made to add duplicate flow detection to Bloom Filters. Shen
and Zhang in [8] proposed to use a DBF and a BF in pair
together with a counting sliding window, while Changling et
al. in [9] used a time-based sliding window together with a
Round robin Buddy Bloom Filter structure. Nevertheless, both
these proposals omit the possibility to distribute flows over
multiple filters. A different approach from the above ones,
using the adaptive highest random weight (HRW) method to
account for the uneven flow size popularity, is described in
[10].
Note that it is possible to extend the BF scheme of [6] to
counting sliding windows. Counting filters provide a way to
implement a delete operation on a Bloom filter without
recreating the filter afresh. Counting filters were introduced by
Fan [11], proposing to extend the filter positions from a single
bit to an n-bit counter. These filter variants require more
memory space than the basic Bloom filters, as it have to store
the value of the counter.
In the following Section II we present the Round-Robin
Bloom Filter (RRBF) analysis, summing up those parts of the
RRBF proposal that are interesting for our work. We designed
and implemented a flow based load balancer solution using
RRBF supporting plug and play deployment, the details of
design and implementation being presented in Section III. We
ran a set of experiments in an emulated environment. In
Section IV we discuss the startup transient issue occurring at
the time when starting up or connecting the load balancer to the
network and the evaluation of our solution to this issue. Finally
Section V concludes our work.
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II.

ROUND-ROBIN BLOOM FILTER

A. Background
The accuracy of the Bloom filter depends on the filter size
(m), the number of hash functions (k), and the number of
elements included (n). The more elements are added to a
Bloom filter, the higher the probability that the query operation
reports false positives. A Bloom filter requires space O(n) and
can answer membership queries in O(k) time. The below
TABLE 1 examines the behavior of the three key parameters
when their values are either decreased or increased.
TABLE 1
BLOOM FILTER KEY PARAMETERS

Bloom Filter parameters
Number of hash functions
(k)

Increase
More computation, lower false positive
probability as k  k opt

Size of filter (m)

More space is needed, lower false positive
probability

Number of elements in the
set (n)

Higher false positive probability

Increasing or decreasing the number of hash functions
towards kopt we can lower the false positive probability but the
computations for the insertions and lookups will increase. The
cost is directly proportional to the number of hash functions. A
larger filter will result in fewer false positives.
The calculation of false positive probabilities and the
optimal number of hash functions for that is derived in [6]. It is
shown that the false positive probability decreases as the size
of the Bloom filter (m) increases, and it increases as more
elements are added (n). In order to maintain a fixed false
positive probability, the length of a Bloom filter must grow
linearly with the number of elements inserted in the filter. The
optimal Bloom filter size (m) for the expected number of
elements (n) and false positive probability (p), is described in
[6].
B. Round-Robin Bloom Filter
Once a member is added to a BF, it cannot be deleted –
during the lifetime of a BF, after a certain operation time it
starts to be inefficient, because lots of expired flows are still
referenced in the BF. In order to improve the applicability of
BFs, several mechanisms were proposed to allow deleting
members from BFs, as presented in the previous section. One
of the most efficient solutions is the Round-Robin Bloom Filter
(RRBF).
The design of the RRBF is presented based on [6]. The
operations over the RRBF are defined as follows:
•
Membership query: we query for the existence of an
event from the oldest to youngest filters and if a match is
found then a corresponding action is executed without
further queries.
•
New element insert: if no match is found during the
membership query, then the event is inserted into the
youngest filter.
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•
Window jump: before entering into the next time slot,
we reset the oldest filter and make a jump to select the next
youngest and oldest filters.
In the following we explain in brief the operation of a
RRBF, summing up the detailed description from [6]. Fig. 1
presents an example of the RRBF operation. In each time slot,
only one filter (red) will be used to insert new elements, while
the others (cyan) are queried in decreasing age order. After N
time slots, the oldest filter is reset and the next oldest and
youngest filter will be selected in a round-robin fashion. When
the event e( ) arrives in the 7th time slot, its hash is tested for
containment in filters v4; v5; v1; v2 sequentially. If a match is
found, the corresponding Ai action is executed and further
querying is stopped. If no match is found, the event is inserted
into filter v3 (the latest filter marked with red) and the
corresponding A3 action is executed.

Round-Robin Bloom Filters Based Load Balancing
of Packet Flows

implementation of such a complex control process practically
feasible.
A. Design
We show the design of the load balancer prototype
supporting plug and play deployment by eliminating the startup
transient at system start time. The issues presented in Section I.
were considered during implementation, and the prototype was
built in a way that the RRBF solution could be verified with
different traffic characteristics. The system consists of the
following modules:
•

Emulated environment – provided by Mininet [12].

•
Emulated OpenFlow controller – used to configure
the switch with the necessary ports, tables and actions. Each
table will have a different role, e.g., to match IP packets,
select Bloom filters or select output ports.
•
Emulated OpenFlow switch [13] – implemented with
internal RRBF system parameters, e.g. expected number of
ingress flows, desired false positive probability, etc.
During the implementation of these modules we reused the
open source Bloom filter code of Virkki [14] and the
MurmurHash2 code of Appleby [15].

Fig. 1 Round-Robin Bloom Filter design (source: [6])

If we treat the incoming events as IP packets and their
fingerprints being calculated from their IP headers, which we
can call individual flows, then we can see that a consecutive
number of packets of the same flow will have the same action
executed, at least for (N-1)*T times, after which a reroute can
happen. Assigning different output ports for the different
actions means that we can create a load balancing solution
among alternative paths.
III.

FLOW BASED LOAD BALANCER: DESIGN & EXPERIMENTS

In the previous sections we introduced RRBF, as a
candidate solution to support efficient load balancing for large
number of flows – typically in the backbone links. In this
section we present an implementation of this system. Since the
packet based networks are very dynamic and diverse, the
implementation should be flexible, easily configurable and
customizable. During the traffic engineering process the
controlled flows, the available paths and the associated ports
may change in time, which results in the request to change the
RRBF configuration and the port assignments.
SDN has been introduced in the last decade in computer
networking to address this issue, separating the control and
data planes from each other, and putting an open interface inbetween [2]. The cornerstone of the SDN framework is the
control protocol over this interface that commands the
switches, called OpenFlow. Having freedom in the control
plane it gives room for innovation and makes the
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Fig. 2 shows the designed internal structure of the RRBF
load balancer. There is only one flow table with one flow
entry. The input port is passing all ingress packets to the flow
entry. All packets are matched against the condition,
eth_type=0x800, that is only IP packets will be processed
further. The flow entry will pass the packets to the first group
entry in the group table. Each bucket of the group entry
contains a Bloom filter. Based on the Round-robin Bloom
filter algorithm one bucket will be selected. Each bucket has
the same action, passing the packets to the next group entry.
The next group entry has a number of buckets, each associated
with an output port. Based on the output port selection
algorithm the packets will be sent out from one of the output
ports.

Fig. 2 Internal architecture of the RRBF based load balancer

B. Control mechanism
The following system parameters are implemented and can
be controlled:
•
Number of Bloom filters (B) – it’s set by the
controller via the OpenFlow protocol.
•
Number of output ports (P) – it’s set by the controller
via the OpenFlow protocol.
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•
Packet type – it is set by the controller via the
OpenFlow protocol.
•
Period (T) – time period in seconds after which there
is a shift in Bloom filters, and the next one will be the
youngest accepting new flows.
•
Epoch (Ep) – time period for the youngest Bloom
filter until it becomes the youngest again, i.e. (B-1)*T
seconds.
•
False positive probability (E) – used to calculate the
number of hash functions (K) for the Bloom filters.
•
Number of elements (N) – number of expected flows
per Bloom filter and it is used to calculate the size (M) of
the Bloom filters.
•
Transient packets (Tr) – used to set the number of
packets to be used at the beginning for flow transient
elimination.
•
Redistribution threshold (R) – used to decide if new
output port can be associated with a filter depending on the
number of the ingress packets in the last period (T)
compared to the number of ingress packets in the last epoch
(Ep).
The first two parameters define the structure of the RRBF
mechanism, whereas the T and Ep parameters define its
dynamics. Once the number of BFs within the scheme is fixed,
the memory footprint of the RRBF depends on the E and N
parameters.
The effect of the Tr and R parameters determine the
efficiency of the load balancing process. Tr affects the reaction
of the mechanism at startup, as detailed in Section III.E. Note
that according to the original proposal we should only select a
new port for a BF if all its flows terminate, but in reality this
rarely happens. That is why we need to make a compromise
between the goal of keeping the flows on the same port and
having equal traffic distribution within the output ports. This
tradeoff is controlled by the R parameter and its details are
discussed in Section IV.D.
C. Bloom filter selection
The implemented Bloom filter selection algorithm is
compliant with the OpenFlow standard. The publicly available
BF implementations were re-used and enhanced with the
RRBF algorithm.

Fig. 3 Shifting of Bloom filters after each T period

For each ingress packet, after being matched as an IP packet
by the flow entry and passed to the first group entry, we
calculate the fingerprint as the XOR of source and destination
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IP addresses and then we check if it’s time to switch to the
next youngest filter (see Fig. 3). If not, then we go through all
the filters, from oldest to youngest, and do a membership
query operation for the given fingerprint. If the fingerprint is
present in any of the filters, we select that one; otherwise we
do an insert operation to the youngest one. On the other hand,
in case the period (T) has ended, we clear the oldest filter and
recreate it, then shift the youngest filter to the next one and do
the same as described above. Each bucket in the first group
entry containing a filter, has the same action of forwarding the
IP packet to the next group entry.
D. Output port selection
The implementation was designed such as the output port
selection supports our load balancing goal. After the IP packet
arrives to the second group entry, which has a number of
buckets each having an action of forwarding the packet to an
output port, it will be sent out on the selected port. Important
to know, that after each period (T), when the youngest filter is
shifted, we also search and select the least loaded port and
assign it to the filter. So, at any given time, each filter has a
port assigned to it which are continuously sending out packets,
then at timeout, the youngest filter might get a new port
assigned based on the number of transmitted packets on each
port.
E. Startup transient elimination
As introduced in Section I, the startup transient problem
must be solved before load balancing solutions can be
deployed to support packet flows. Startup transient period is
present at the time of connecting (or activating) the load
balancer to the network. The input traffic can contain a lot of
already active flows, and it is a concern that in the first period
(T), the youngest filter can be filled with most of the ingress
flows, and the system can remain unbalanced, because the first
filter will not be cleared until the first epoch (Ep) has ended.
In practice this means that all incoming flows during the first
period (T) will be registered in the first youngest filter, and all
other filters will remain empty. Therefore the youngest filter
may fill up in a short period of time and so the false positive
probability can increase significantly. The other issue
introduced by the startup transient is that the flows present at
the startup of the load balancer will always belong to the same
filter. The system will get balanced only after most of the
original flows decay, which can take time.
To compensate for this startup transient problem, and to
make plug and play deployment possible, the startup transient
needs to be eliminated. In this paper we propose a solution
that for a configurable amount of packets (Tr) at the
beginning, the system will always rotate the youngest filter, as
it would happen at the end of each period (T). The Bloom
filter selection algorithm will be called for each consecutive
packet, assuring that the existing flows will be associated to
their original filters, and only the new flows will be stored in
the youngest filter.
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Rotating the filters at every incoming packet gives the
possibility for the incoming flows to be evenly distributed
within the filters, ameliorating the effect of the startup
phenomenon. The solution can be further enhanced to achieve
even better distribution of flows within the filters, e.g. by
rotating the youngest filter only if the respective incoming
packet was belonging to a new flow. This way we make sure
that each filter will register new flows.
IV.

EVALUATION OF THE LOAD BALANCER

A. Testing scenario
A set of experiments were conducted with different system
parameter combinations to test our proposal. The goal was to
prove that the system is performing as expected under real-life
traffic scenarios. We simulated the hot deployment scenario by
running real-life traffic samples through the system. The
publicly available Internet traffic traces were used provided for
the research community from the SimpleWeb project [16]. The
sample traces contain ~8000 to ~16000 TCP/IP packets per
period (T), and the ratio of new flows vs. old flows is around
35% to 92% per period (T) depending on the period length.
In this paper we illustrate our measurement results using
three traffic traces selected from these. Fig. 4 shows the flow
distribution of sample trace #1 we use in this paper to explain
our design decisions. This trace had a 14534 pckt/sec average
packet rate. It can be seen that on average ~65% of the flows in
any period (T) were already active at least in the previous
period (T-1), as well. As for trace #2, ~8% of the flows present
in a particular period were also present at least in the previous
period and the average packet rate was 7804 pckt/sec. Trace
#3 was only used for initial tests, conducted to calibrate the N
and E parameters. It contains ~1000 flows and ~50% of the
flows are longer than 1sec.
When startup transients are eliminated, the Tr parameter has
a value of 10000, meaning that the first seconds (depending on
the actual load) are used only to “initialize” the RRBF.

Round-Robin Bloom Filters Based Load Balancing
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experiments. This does not affect the generality of our results,
because the decision to associate a new port or not to the filter
at the beginning of a new period is similar in both cases. The
only difference is that instead of counting the number of
packets per port, we would have to count the bytes contained
within the packet. This would neither increase the granularity
of the process.
TABLE 2
EXPERIMENTS WITH DIFFERENT SETTINGS OF THE NUMBER OF EXPECTED
FLOWS (N) AND FALSE POSITIVE RATE (E)
N=100,
N=1000,
N=1000,
RRBF with two BFs
E=0.01%
E=0.01% E=1%
BF1 egress packets

37547

35652

35499

BF2 egress packets
Egress packets due to false positive
membership query

40943

42838

42991

13593

0

1236

BF1 egress flows

637

602

599

BF2 egress flows
Egress flows due to false positive
membership query

310

469

465

Total flows

124

0

7

1195

1071

1078

We start with a basic experiment using capture #3 and
consisting of two Bloom filters each assigned to a separate
output port. We want to examine the flow distribution process,
focusing on the false positive rate depending on the BF
configuration. After every incoming new flow the roles of the
oldest and youngest filters were switched, so that each new
flow could be stored in the next filter. Still, the bits of the
filters are never reset, preserving the previous state, the
memory of the all flows inserted earlier. That is the reason why
we refer to these experiments as the ones were the periodical
state reset was avoided. The results, shown in Table II above,
prove that the false positive probability can be influenced by
the Bloom filter parameter values. Because the filters were
never reset, if the number of expected flows (N) was not high
enough, false positives started to appear. We counted the
number of egress packets and flows where the membership
query resulted in false positive matches. This happened in case
N was lower than the total number of ingress flows, or in case
that E was too high.
These results confirm that RRBF with the original BF (i.e.
without periodical reset of the BF bits) is not working and it is
needed the mechanism proposed in [6], indeed.

Fig. 4 Ingress flow distribution for trace #1

B. Round Robin Bloom filters without periodical state reset
We evaluate the effectiveness of the load balancing at packet
level, because that increased the execution speed of our
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C. RRBF and startup transients
In this sub-section we illustrate the effect on the original
RRBF proposal of the flow transient problem. Based on our
experiments we set the main parameters of the RRBF as
follows: we used 10 hashes (K = 10), the false probability rate
was reduced to E = 0,01% and the number of elements was set
N = 1000. These parameters were used in all experiments
presented from now on in this paper. The results in this subsection were obtained by using traffic trace #1.
Fig. 6 shows the number of registered new flows per Bloom
filter (bf_flow N) in every period (T). In the beginning the first
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Bloom filter from a RRBF mechanism with five BFs will carry
more flows than the other ones, because it “keeps locked in”
the long flows and so the flow distribution gets unbalanced.
After an epoch has passed the first filter will be the youngest
again and it will keep carrying its old flows.

Fig. 5 Flows per Bloom filter with periodical state reset

Note that this impacts the per-packet load balancing
performance of the mechanism, as well (Fig. 6). Within each
epoch the port associated to the youngest filter will be loaded
with the packets of the heaviest flows. Since we have 5 BFs
and T = 1, the curve breaks at each 5 seconds.

INFOCOMMUNICATIONS JOURNAL

Fig. 7 below shows the number of registered new flows per
Bloom filter in every period (T). During the first period the
incoming flows are evenly distributed within the Bloom filters,
and this distribution keeps the system balanced throughout the
measurement. Long flows (longer at least than one epoch) are
carried by multiple filters.

Fig. 7 Flows per Bloom filter with elimination of the startup transients

Applying our proposal also improves the quality of load
balancing, as well. As seen in Fig. 8, the number of packets
sent over the three ports has more even distribution.

Fig. 8 Packets per output port with elimination of the startup transient
Fig. 6 Packets per output port with periodical state reset

These results illustrate our motivation to handle the
transients during the startup.
D. RRBF with elimination of the startup transient
The experiments discussed in this sub-section deploy our
solution to eliminate the startup transient phenomenon. For this
we used our implementation of the method proposed in Section
III. E and traces in Section IV. A. The implementation features
the initialization until the first Tr packets are received, as
described earlier. Additionally, we also use a mechanism that is
controlled through the R parameter. This mechanism measures
the ratio of the incoming packets during the last period T and
those received during the whole epoch. If it is less than R, then
we consider that the BF can be associated to a new port (i.e.,
the least loaded one), otherwise we do not change the
association. After several test runs and based on empirical
results we set the value of R to 10%.
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We repeated the experiment using trace #2, as well. The
results were similar. Based on the theoretical results we started
from this was expected for the flow distribution. But it proved
that it works for the load distribution, too, as shown in Fig. 9.

Fig. 9 Packets per port with elimination of the startup transient (trace #2)

Note that by increasing the number of BFs we obtain finer
granularity and we can make a balance between the two goals:
distribute flows among different ports and evenly distribute the
traffic volume. By increasing R we have better load balancing,
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but this will affect some longer flows, as they might be
distributed among several output ports. To remedy that, we can
increase the number of filters from 5 to 15, while keeping R
down at 10%. We run an experiment, where the only change
compared to the one analysed in this sub-section above was the
use of 15 Bloom filters, and it slightly better balanced the load
of the flows. Nevertheless, if there were elephant flows in the
traffic mix whose lifetime exceeded the epoch duration, then
this change could not fully eliminate the effect of it.
We also tested higher R parameter values (e.g., 30% instead
of 10%), which results in more aggressive port selection
behavior, leading to better load sharing among the ports.
Nevertheless, this affects more often the longer flows,
forwarding their packets over different ports.
V.

CONCLUSIONS

We designed an OpenFlow compatible flow based load
balancer with Round Robin Bloom filters supporting plug and
play deployment scenarios. We demonstrated in an emulated
SDN environment, using real-life traffic traces that the
solution can eliminate the startup transient problem during
initialization and the system remains balanced, meaning that
the ingress flows are more evenly distributed within the
Bloom filters.
Our future plan is to further investigate our solution in more
complex traffic conditions. Our main focus will be on
separating elephant flows that carry large traffic volumes and
have longer duration. We are considering the possibility to
deploy separate RRBF systems in parallel and use on-the-fly
traffic classification (e.g. short – HTTP, long – video) by
controller to feed the different systems with such
homogeneous traffic.
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The antenna pattern typically is initially configured as an
omni-directional pattern. Other initial patterns are possible and
are determined by the initial beam steering vector. For example,
the initial beam steering vector may be configured to mask off
low elevation angles and jammers generally arriving from
lower elevation angles. The adaptive algorithm modifies the
complex antenna weights to minimize the power at the output
of the antenna summing junction. This results in nulls in the
antenna pattern in the direction of the undesired signals
provided that jamming signal is stronger than the desired
signal. This approach works best when the desired signal is well
below the noise floor. If the desired signal is not well below the
noise floor, this approach would null the desired signal. For
many DSSS systems this is not an issue since the DSSS signal
is well below the noise floor. Compton gives an excellent
example of this approach in [11]. This method can be also used
for DOA estimation to cop up the shortcomings of the MUSIC
algorithm and classical Delay-and-Sum method.

B. Adaptive Filtering Algorithm
In satellite navigation applications, power inversion adaptive
filtering method has the configuration shown in Fig. 2 [13]. The
main array element receives a signal x0 (k ) as the reference
signal while the auxiliary array element receives a signal x ( k )
using the power inversion criterion [14], in order to get the least
mean square error between the weighted sum of the signal and
the reference signal, which is called the cost function:
J ( w ) E[e(k )e (k )]
(5)
which has a minimum value, where the error e(k ) is defined
as:
e(k ) x0 (k ) w H (k ) x (k )
(6)

X1

A. Signal Model
Assume a uniform linear array (ULA) with N+1 elements,
where the first 0-based array element is located at the origin of
the coordinates, and the remaining N elements represents
auxiliary array. Let the signal incident on the main array
element represent the reference signal which is given by:

x0 (k )

s0 (k )

M
m 1

sm (k ) n0 (k )

(1)

where s0 ( k ) is the desired signal, sm (k ) are the M interference

m 1

where ( 0 ) and ( m ) are the array steering vectors of the
desired and m-th interference signal respectively, which depend
on the values of the DOA 0 and m of the desired and
interference signals.
In fact, the desired signal conducted by the null steering
antenna is weak and the wireless environment such as the
satellite navigation system experiences strong signal
interference. The desired signal due to the impact of spread
spectrum modulation in the above received signal model is far
less than the noise [12]. Therefore, (1) can be simplified to:

x0 (k )

M
m 1

sm (k ) (

m

) n0 (k )

(3)

Consider the vector array of the signal model:
x1 (k )
M

x (k )

xN ( k )

m 1
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Algorithm
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Fig. 2. Structure of spatial filter

signals, given that m 1, 2,3, , M and n0 (k ) is the noise.
Assuming that the interference signal and desired signal are
narrowband signals at the same frequency and the spacing
between the adjacent elements of the array is
half-a-wavelength, the signal received at the auxiliary array is:
x1 (k )
M
(2)
s0 (k ) ( 0 )
sm (k ) ( m ) n(k )
x (k )

xN ( k )

2

(4)

According to the study of basic theory of adaptive filtering
[15], the optimal (Wiener) solution is given by
wopt R 1 p
(7)
where

R

M

E[ x (k ) x H (k )]

m 1

p [ x (k ) x0 (k )]

M
m 1

2
m

2
m

(

(
m

)

m

)

H

(

m

)

2
n

I

(8)
(9)

R is the covariance matrix of the received signal, p is
cross-correlation vector of the received signal with the
reference signal, m2 is the power of m-th interference signal,

and n2 is the noise power.
In the LMS algorithm, the covariance matrix (R) and the cross
correlation vector (p) are replaced by their instantaneous
values.
In the Wiener solution case, the minimum mean square error
is given by:
2
J min J ( wopt )
pH R 1 p
(10)
0
where, 02 is power of reference signal.
In case of using LMS algorithm [16], weighted iteration
method is:
e(k ) x0 (k ) w H (k ) x (k )
(11)

w(k 1) w(k )
x ( k )e ( k )
(12)
The basic idea of the above algorithms is that, if the
interference signal have a larger interference-noise ratio, and
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the desired signal is small, the error e(n) is the output signal
after interference is been eliminated. Consider all N+1 elements
as a new antenna array, and e(n) is the output signal of the
system, the weight vector and the direction vector are
equivalent to:
1

(13)
we 


 w


1 

(14)

)
 (

After convergence of the weight vector based on the adaptive
filter theory, the array Pattern is:
B( )  weH ( )

(15)
Since the input signal consist of only interference and noise,
so it form nulls in the spatial spectrum which only appears in
the interfered DOA zone, while the remaining angles are
relatively flat.
e

( ) 

TABLE I
SUMMARY OF THE PROPOSED ALGORITHM
Implementation steps of proposed algorithm
Parameters: N = number of sensors
μ= step-size
2
0 


1)

max

where max is the maximum eigenvalue of R .
Initialization. If prior knowledge about the weight vector w(k ) is

2)

available, use that knowledge to select an appropriate value for w (0)
. Otherwise, set w(0)  0 .
Data
Given: xn (k ) = N+1-by-1 tap input vector at time k, where

3)

n  0,1,

Clearly, the nulls in the reciprocal of spatial spectrum will
appear as spectral peaks and peak positions are the estimated
DOA of the signal.
Thus, the proposed DOA estimation algorithm does not
require a prior estimation of the number of sources, which
avoid performance degradation when the numbers of sources
are over-estimated or under-estimated as in MUSIC algorithm.
Moreover, the computational complex process of Eigen-value
decomposition is also eliminated in case of proposed algorithm.
The implementation of the proposed algorithm is
summarized as follows.

,N

x0 (k ) = reference signal.
To be computed: w(k +1) = estimate of tap-weight vector at time
step k + 1.
Computation: For k = 0, 1, 2, . . . , compute
e(k )  x0 ( k ) w H ( k ) x ( k ) ,

4)

III. PROPOSED METHODOLOGY
The DOA’s of multiple incident signals can be estimated
according to the preceding section, which introduces the
adaptive spatial filtering based on nulling antenna. Use iterative
equations (11) and (12) to compute the weight vector until the
algorithm is converged. The new weight vector is formed
according to (13). The convergence factor  used in (12)
should be chosen in a specific range to guarantee convergence
of the weight vector. This is discussed briefly in the upcoming
sections.
According to (15) nulls are placed in the DOA of signals
only, so the spatial spectrum for DOA estimation can be
defined as a reciprocal of (15) and can be defined as:
1
1
(16)
P() 

B() weH e ()

3

w(k 1) w(k )  x(k )e  (k ) .
5)

Form a new weight vector w e according to equation (13);
Compute the spatial spectrum based on (16).

6)

IV. PERFORMANCE ANALYSIS
A. Stability Analysis
Stability of the LMS algorithm is an important performance
metric. Here, we analyze the conditions for the stability of the
LMS algorithm. The close form for the MSE learning curve of
the LMS algorithm for small  can be expressed as [17]:

n
n  1 2  n
N

 J min 

J (k )  J min
N



n 1

n n (0)


2

 J min 
2k
 (1 n ) 
2  n

(17)

where n is the n  th eigenvalue of the covariance matrix R ,
and n (k ) is the instantaneous covariance matrix and the error
determines the instantaneous value of the weight vector [18].
Equation (17) represent the mean-square error produced by
the LMS algorithm for small  compared to the permissible
limit 2 max .
Equation (18) gives the sufficient condition for the
convergence of the proposed algorithm, which is the value of
the step size  and it should be:

0



2

(18)



max

This condition does not ensure the stability of the LMS
algorithm, instead it guarantees the convergence of the
algorithm. The MSE does not exactly converge to J min due to
the oscillations. To characterize this property in steady state, a
new measurement referred to as the misadjustment for small 
is defined as
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n
2n
M= n  N0  1
n
1 

1
2n
n 0
N 1

 1

(19)

Where

N 1
n
 
n  0 1  2n
n 0

N 1

n

= 
Tr( R) 

So we get
 Tr( R)
M=
1   Tr( R)





(20)

(21)

When M is sufficiently small,  Tr( R) can be ignored it in
the denominator in order to obtain
M =  Tr( R)
(22)
This new refined formula predicts the misadjustment more
accurately. For small values of  , it is identical to the original
formula.
From the above analysis we can conclude that the step-size
parameter governs the convergence speed of the LMS
algorithm. Large step-size  speeds up the convergence of the
algorithm, while it reduces the precision of the steady-state
solution of the algorithm as from (22). Therefore, the algorithm
has a trade-off between the convergence speed and the
misadjustment.
B. Computational complexity
Computational complexity of the proposed algorithm
comprises of the iterative calculations of the weight vector and
the spatial spectrum calculation. Eq. (17) shows that the
evolution of the mean-square error is governed by the
exponential factor (1  n ) 2 k . If the time constant  is used to
define the number of iterations required for the amplitude of
J ( k ) to decay to 1/ e of its initial value, we can approximate

 for small  as
 1

(23)
2ln(1  min )
Therefore, the LMS algorithm has N time constants
corresponding to its N eigenvalues. The exponential factors
corresponding to large eigenvalues decrease to zero fast,
whereas small eigenvalues slow down the overall convergence.
The algorithm weights are updated according to (11) and
(12), each iteration requires two times complex multiplication
and addition respectively, so the number of multiplications and
additions is defined as:
 1
1
(24)
2

ln(1  min ) min
While in computation of spatial spectrum, each search angle
will be calculated by equation (16). Since the first element in
the weight vector and the direction vector is a constant 1, so one
iteration of the proposed algorithm requires N multiplications
and N additions for the weight updating and error generation.
The number of computations depends on the search step  ，
then for linear array the number of computations requires to
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estimate the spatial spectrum is N  .

Combining the two computations, multiple numbers of
multiplications and additions required by the algorithm is
1
N
.

min  
In contrast to MUSIC algorithm, the proposed algorithm
requires iterative computations, which makes it less complex.
On the other hand, the MUSIC algorithm performs the
eigen-decomposition of the covariance matrix and also requires
the estimate of the number of sources. These operations make
the MUSIC algorithm more complex and hard to implement in
real-time applications.
C. Error estimation
The ensemble-average learning curve of the LMS algorithm
does not exhibit oscillations, rather it decays exponentially to
the constant value. When the number of iterations tends to
infinity, the third term is zero in (17) and the error of the filter is
equal to
N
 J min
(25)
J ( ) J min  n
2  n
n 1

J ( )

J min (1

N

  2
n 1

n
) J min
n

(26)



Whereas, the signal and noise power determine the
characteristic value, i.e.
 2  2 , n 
m 1, 2,  , M 
(27)
n   m 2 n
 n , n  M 1, , N
For small step size, the MSE is given by
N
 2  M 2 
(28)

(1
 n   m )

2
m 1 2
The inverse of covariance matrix in (8) by matrix inversion
can be derived as
m2
1
1 M
( m ) H( m )
R 1  2 I


(29)
2 
2
2
N





n
n m 1
m
n
Substituting (9) and (29) into (10) and considering the spatial
orthogonality between the signals produces:

J min

2
0

 n2

p H R  1p 

2
n

m2
2
m 1
N m2  1
n
M



M



m 1 N

2

m
2
m

2
n







2
n



 
(30)

Equations (28) and (30) show that the array output error in
the LMS algorithm increases as the signal power or the noise
power increases, while the output error can be reduced by
enhancing the SNR.
D. Resolution Performance
Since the optimal weight vector is theoretically equal to the
Wiener solution, the spatial spectrum can be expressed by
substituting (7) into equation (16) as:
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p( ) 

1
1  p R  1υ( )

(31)

H

5

and for SNR=10 dB, it converges in about 500 iterations. So,
convergence rate is directly proportional to SNR.

For any two spatial incident signals m1 and m 2 , the
condition for distinguishing is given as:
p( )

(32)
p( m1 m 2 ) m1
p(m 2 )
2
Let

pH R 1 

2
m1

2
m2



M



i 1

, then:

mi2
N mi2  

υH (mi )

2
n

(33)



Inequality is
2
mi

N
 m2 2




)
i  1 N 2 
m1
2

N m2 2  n2
mi
n
Since the array steering vector is defined as:
H
υ ()  [e j sin ,  e jN sin ] 
Substituting inequality, we have:
1 pa

qa
 H 1  pb  qN 
2

H (
2

(
mi )



(35)
(36)

where

p

m21
N m21  

2
n

q

m2 2
N m2 2  

2
n

a

e

N



(34)


Fig. 3. The output Error curve under constant step.

Fig. 4 shows the spatial spectrum of the proposed algorithm
reflects the relationship between P ( ) and SNR.

(37)



(38)



jn [sin

m1

sin( m 1


)] 
2

jn [sin

m1

 sin( m1 

)] 



(39)

n 1

b

N

e



(40)

n 1

Although, the analytical solution of above inequality cannot
be calculated, one can get any resolution value under certain
conditions through computer programming.
V. SIMULATION RESULTS
In this section, we devise several simulation scenarios to
verify the validity of the proposed algorithm. The error
estimation and convergence behavior of the proposed algorithm
under different step-sizes and SNRs are deeply studied. We
also compare the proposed algorithm with the MUSIC
algorithm.
A. Impact of SNR on the convergence and DOA estimation of
the proposed algorithm
In this simulation, we assume a ULA with eight
half-wavelength spaced sensors. One narrowband source with
fixed step size  =0.00002 is assumed to impinge the array
from 1  30 . The effect of the SNR on the DOA estimation
and convergence is analyzed in this scenario. Fig. 3 shows the
MSE along the iterations for three different SNRs, estimated
from the ensemble-average of 500 independent runs.
It is observed from the MSE learning curve in Fig. 3 that as
the SNR increases, the convergence become faster. The
convergence time is about 25 iterations when SNR=30 dB,
while it take about 150 iterations to converge when SNR=20 dB

24

Fig. 4. The corresponding space spectrum under different SNRs.

Fig. 4 shows the spatial spectrum of the signal for
   90, 90 
 and the zoom-part for interval

31 . Fromthe spatial spectrum of the Fig. 4, it is
observed that as the SNR increases, the DOA estimation error
decreases and the resolution is improved.



 ,
29

B. Impact of step-size on the convergence time and DOA
estimation on the proposed algorithm
Assume the identical scenario as above, the signal impinges
on the array from the direction 1  60 ，with fixed SNR=20
dB, and different iteration steps μ. The impact of step size on
the DOA estimation is analyzed. Fig. 5 shows the MSE along
the iterations for three different step-sizes, estimated from the
ensemble-average of 500 independent runs.
Fig. 5 is the MSE learning curve that reveals the relationship
between the convergence speed and step-size. For smallest step
size, the convergence is the slowest. The convergence time is
about 300 iterations for μ=0.01/1000. For large step size, μ=
0.01/100, the convergence is the fastest with only 25 iterations.
Large step-sizes speed up the convergence of the algorithm, but
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also lower the precision of the steady-state solution of the
algorithm. This effect can be seen in Fig. 6 given below.
In-depth analysis of this behavior is briefly analyzed in the
previous sections.

6

(for 60° DOA) , the narrow peak of the proposed algorithm
slightly outperforms the MUSIC algorithm by yielding narrow
peak as compared to MUSIC algorithm.

Fig. 7. Comparison of proposed algorithm with the MUSIC algorithm
Fig. 5. The output Error curve under constant SNR.

Fig. 6 shows the spatial spectrum of the signal for
   90, 90 
 and the zoom-part for interval



 ,
58

62 . Fromthe spatial spectrum of the Fig. 6, it can

be observed that smaller the step size μ, DOA estimation error
is smaller and higher will be the resolution.

To further illustrate the superiority of the proposed algorithm
when the separation distance between sources is small, we do
the following simulation. Consider the identical array condition
as previously, the two narrowband sources with DOA 30° and
45° strike a ULA with eight half-wavelength spaced sensors.
Fig. 8 shows the spatial spectrum for this scenario. It is
observed that both algorithms estimate the DOA for two signals
accurately even if the angle separation between signals is
smaller.

Fig. 6. The corresponding space spectrum under different steps.

C. Comparison with the MUSIC algorithm
In this simulation, we assume a ULA with eight
half-wavelength spaced sensors. We evaluate the performance
of the algorithms when two narrowband sources are assumed to
impinge the array from 30° and 60°. The SNR is set to 10 dB for
the target from 30°, and 20 dB for the one from 60°.
Fig. 7 shows the spatial spectrum of the proposed algorithm
and the MUSIC algorithm. It can be seen from the figure that
both the proposed and the MUSIC algorithms accurately locate
the targets. The result shows that, for a large SNR signal of 60°,
the peak is high and the resolution is more. It is also observed
that the two algorithms achieve similar performance. The
performance of the proposed algorithm approaches the MUSIC
algorithm when SNR equals 10 dB (for 30° DOA case) in terms
of resolution and accuracy. Moreover, when SNR equals 20 dB
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Fig. 8. Comparison of proposed algorithm with the MUSIC algorithm when
the two sources lie close to each other

VI. CONCLUSION
A new algorithm for estimating direction-of-arrival (DOA)
has been proposed in this paper. The new algorithm achieves
DOA estimation utilizing the nulling antenna algorithm.
Simulations show the simplicity and accuracy of the proposed
methodology. Analysis of results shows that by a careful
selection of the step-size, both the accuracy and resolution can
be further improved. Compared with the MUSIC algorithm, the
new algorithm eliminates the need of source number estimation
and decomposition of covariance matrix, thus making the new
algorithm less computational complex. Moreover, the proposed

25
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algorithm maintains high resolution in a very elegant and
simple manner along with sustaining the distinctive feature of
low computational complexity.
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cles. The latter, here referred to as first generation V2X communication systems (1G-V2X), has
been designed to provide driver assistance, which
corresponds to level 1 in the definition of automation levels in SAE J3016 [8]. Higher levels of
automation introduce new requirements that are
not covered by 1G-V2X; therefore, the definition
of new or enhanced messages, communication
protocols, and their standardization is needed for
cooperative autonomous driving.
The next section outlines some important use
cases of autonomous driving where V2X communication plays a key role. The main V2X requirements for the implementation of the considered
use cases are then identified, and an overview
of the state-of-the-art V2X standards in Europe
is given following that. Based on the presented
requirements and standards, the message extensions required to support autonomous driving
use cases are then explained. Finally, we conclude the article.

convoy drIvIng
One of the autonomous driving applications that
has gained strong attention from research and
industry in recent decades is platooning. In a
platoon, vehicles in the same lane are grouped
together in a stable formation with small inter-vehicle distances to increase road capacity, driver
safety, and comfort. A platoon typically consists
of one master, usually the leading vehicle, and
multiple following vehicles.
However, a platoon is not the only approach
to group vehicles on freeways. In a multi-lane
convoy use case, as studied in the AutoNet2030
project, a master, centralized controller, or
supervisor does not exist. Instead, the vehicle
control, in both lateral and longitudinal directions, is distributed over all members of the
convoy (Fig. 1). The result of this approach
is that vehicle disturbances, such as a braking
vehicle, affect all members of the convoy to a
greater or lesser extent, resulting in a stable
formation.
In order to maintain small inter-vehicle distances, convoy members rely on the high-frequency exchange of up-to-date and high-quality
vehicle dynamics data among vehicles in the convoy. The convoy control algorithm presented in
[9] requires just the vehicle dynamics information
of neighbor vehicles, instead of the information
of all convoy members. As such, the algorithm
scales well to large convoys and converges easily
to a desired formation when vehicles join and
leave the convoy.
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Figure 1. Exchange of vehicle dynamics data for multi-lane convoy driving.

1

Autonomous drIvIng use cAses
Use cases for autonomous driving can be grouped
in three categories: close-distance, urban, and
freeway use cases. Whereas close-distance use
cases typically cover autonomous vehicles with
the lowest operating velocities — an example is a
vehicle able to park autonomously — urban and
freeway use cases focus on common traffic situations. The latter two categories have the highest
potential to improve traffic safety and efficiency.
For this reason, we present the following four
urban and freeway use cases for autonomous
driving:

Cooperative automated vehicle

2

n

Priority

Conflict area

Figure 2. Priority-based coordination of incoming vehicles at an intersection
with V2X communication.

cooperAtIve LAne chAnge
In the cooperative lane change use cases, cooperative vehicles (both autonomous and manually
driven) collaborate to perform a lane change of
one or a group of cooperative vehicles (e.g., a
convoy) in a safe and efficient manner. Unlike in
a traditional lane change situation, cooperative
vehicles share their planned trajectories in order
to negotiate and align their maneuvers.
The cooperative lane change may be aided by
a roadside unit, which supports the communication among the interacting vehicles. However,
when this infrastructure is not available, vehicles
are forced to coordinate the lane change in an ad
hoc fashion.

cooperAtIve IntersectIon mAnAgement
A cooperative intersection allows cooperative
vehicles to traverse an intersection without the
need for traffic lights [10]. This scenario requires
a coordination mechanism in case their planned
trajectories overlap.
A possible solution is shown in Fig. 2, where a
roadside unit coordinates the traffic flow through
the intersection by assigning relative priorities to
incoming vehicles in real time. Then vehicles are
able to cross the intersection efficiently following
the order of their assigned priority.

cooperAtIve sensIng
All of the above presented use cases, as well as
autonomous driving in general, depend on an
adequate and reliable perception of the vehicle
surroundings in order to navigate through traffic
and ensure safety with a high level of automation. Broken sensors, blind spots, and low level
of trust in sensor data may degrade the perfor-
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Sensor’s field of view

Figure 3. Exchange of detected objects for cooperative sensing.
mance or even disable automated functions of
the vehicle.
In the cooperative sensing use case, shown in
Fig. 3, neighbor vehicles share information gathered from local perception sensors in order to
improve the quality and reliability of individual
detections.

communIcAtIon requIrements
1G-V2X mainly addresses road safety and traffic efficiency for manually driven vehicles. Typical applications include obstacle warning, road
works information, in-vehicle signage, traffic light
phase assistance, and others [6]. The use cases
for autonomous driving presented above demand
new requirements. New functional requirements
are below.
Additional Vehicle Status Data: In 1G-V2X,
every vehicle broadcasts periodic safety messages
to inform neighbors of its position, speed, heading, and other parameters. Autonomous vehicles
need to include additional data in the periodic
messages for the convoy driving and cooperative
lane change use cases, such as their predicted
path over the next few seconds.
Convoy Management: In 1G-V2X, a vehicle
communicates with vehicles and roadside stations in its neighborhood, or located in a specific
geographical region, also called a relevance area
for safety information. Opposed to this “open
group” concept without an explicit membership,
a convoy represents a “closed group” where a
vehicle needs to become a group member to participate. In order to create and maintain convoys,
as well as to coordinate decentralized maneuvering negotiations, new fault-tolerant mechanisms
for group management are needed.
Maneuver Negotiation: In autonomous driving, vehicles may actively need to reserve road
space for lane change maneuvers. Unlike the
distribution of periodic or event-driven safety
messages for 1G-V2X, a reservation requires
a negotiation among the involved vehicles to
request and acknowledge the maneuver. This
exchange enables optimal and safe trajectories
for the cooperative vehicles and minimizes their
collision risk.
Intersection Management: 1G-V2X is limited
to the periodic broadcast of static and dynamic
information of intersections, that is, to the distribution of the intersection topology and traffic light information, enabling use cases such as
green light optimal speed advisory. It also allows
requesting and changing the status of traffic light
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control systems for priority control and preemption of road traffic. With autonomous driving,
communication for intersection management is
extended to allow for more detailed information
of the intersection geometry and to assign priorities to incoming vehicles, potentially displacing
traffic lights.
Cooperative Sensing: Communication allows
the exchange of locally acquired sensor data
from the radar, camera, and other sensors. The
captured data from the local sensors is aggregated into a list of detected objects along the
road, such as obstacles, vehicles, and pedestrians,
that can be exchanged with neighboring vehicles.
Cooperative sensing increases the sensors’ field
of view to the V2X communication range and
enables cooperative perception among vehicles.
In 1G-V2X, the aggregation level of sensor data
is much higher, and messages only carry a coarse
event classifier and relevance area. Instead,
the cooperative sensing use case requires the
exchange of highly detailed information about
the detected objects.
In addition to the functional requirements,
specific qualitative performance requirements for
cooperative autonomous driving include the following.
High Message Rate: In 1G-V2X, vehicles periodically broadcast safety messages with an interval between 100 ms and 1 s, where the rate within
these limits is controlled by the dynamics of the
generating vehicle and the load on the wireless
channel. In contrast, the small inter-vehicle distance among autonomous vehicles requires the
use of a high and fixed broadcast frequency with
a timeliness guarantee on the information that
autonomous vehicles possess about their neighbors. These requirements demand that autonomous vehicles have a complete and up-to-date
environmental model, which allows them to
coordinate maneuvers in a safe manner.
Data Load Control: The small inter-vehicle
distance and corresponding high vehicle density
lead to a higher data load in the network. This is
even amplified by the high message rate and by
additional data load for the exchange of control
messages. In order to control the amount of data
traffic in the network, efficient utilization of the
available frequency spectrum, effective prioritization of messages by the decentralized congestion
control (DCC) function, and strict control of the
forwarding operations are required.
Low End-to-End Latency: The end-to-end
latency is mainly composed of the delay to gather
data from local sensors, the processing delay in
the protocol stack, and the transmission delay
over the wireless link. The end-to-end delay
also includes the delay induced by the security mechanisms (generation and verification of
signature and certificate, respectively) and by
queuing delays in the DCC function. In 1G-V2X,
the latency requirements for critical road safety applications are set to 300 ms (ETSI TS 102
539-1). In autonomous driving use cases such as
convoy driving, the latency requirement is more
stringent due to the smaller inter-vehicle distance
between vehicles and also to ensure the string
stability of large convoys.
Highly Reliable Packet Delivery: The requirement for reliable exchange of information is
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current stAndArds for
v2X communIcAtIon
The R&D efforts on V2X communication over
the last years were accompanied by standardization efforts in the European Committee for
Standardization (CEN), European Telecommunications Standards Institute (ETSI), IEEE, and
International Standards Organization (ISO) in
the context of cooperative intelligent transport
systems (C-ITS). These activities have led to a
consistent set of standards in Europe [11] and
the United States [12]. We summarize the core
standards for the European Release 1 defined
by ETSI, which builds the basis for extensions
for communication support toward autonomous
vehicles, presented later in this article.4
The bottom layer of the reference model in
Fig. 4 comprises access technologies: for V2X
communication, ITS-G5 5 [EN 302 663] is the
most relevant access technology in the context of
this work. It has similar features as IEEE 802.11a
(e.g., orthogonal frequency-division multiplexing,
OFDM), but operates in the 5.9 GHz frequency
band, enables a basic ad hoc mode, and disables
management procedures. The medium access
scheme relies on the well-known enhanced distributed channel access (EDCA) from IEEE
802.11 with carrier sense multiple access with
collision avoidance (CSMA/CA) and quality of
service (QoS) support. At the ITS network and
transport layer, the GeoNetworking protocol
(EN 302 636-4) provides single-hop and multihop
packet delivery in an ad hoc network of vehicles
and roadside stations. Specifically, it utilizes geographical positions carried in the packet headers
for geographical addressing and forwarding of
packets on the fly. On top of GeoNetworking,
the Basic Transport Protocol, BTP (EN 302 6365-1) provides a UDP-like connectionless transport protocol service.
Facilities layer standards specify application-supporting functionality: the cooperative
awareness message (CAM) standard (EN 302
637-2) conveys critical vehicle state information
in support of safety and traffic efficiency applications, with which receiving vehicles can track
other vehicles’ positions and movements. While
the CAM is a periodic message sent over a single
wireless hop, the decentralized environmental
notification message (DENM) standard (EN 302
637-3) specifies a protocol for dissemination of
event-driven safety information in a geographical region, typically via multiple wireless hops.
Facility-layer messages for vehicle-to-infrastructure communication are specified in TS 103 301,
including for transmission of static information
about intersection topologies (MAP) and dynamic information for traffic lights. The standards
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more critical than in 1G-V2X, since a lost or
erroneous message might cause a malfunction
of the vehicle control algorithms and create a
safety risk.
Both functional and performance requirements impose demanding challenges on the V2X
communication system. This article proposes
enhancements of 1G-V2X to meet some of these
challenges.
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Figure 4. Reference model for 1G-V2X (functional components surrounded by solid lines are within the scope of this article).
at the application layer specify requirements for
road hazard signaling (RHS), intersection collision risk warning (ICRW), and longitudinal collision risk warning (LCRW) (TS 101 539-1,-2,-3).
RHS comprises use cases for initial deployment,
including emergency vehicle approaching, hazardous location warning, and emergency electronic brake lights. ICRW and LCRW address
potential vehicle collisions at intersections and
rear-end/head-on collisions. Standards at the
security block enable cryptographic protection by
digital signatures and certificates (TS 103 097);
changing pseudonyms for support of anonymity
impedes tracking. Finally, management standards
mainly cover support for decentralized data congestion control (TS 103 175).

messAge eXtensIons for
cooperAtIve Autonomous
drIvIng
The specification of the European 1G-V2X
system and its corresponding standards have
been driven by application requirements of
RHS, ICRW, and LCRW. Cooperative autonomous driving creates additional communication
requirements as described above and justifies a
new generation of V2X communication. Compared to 1G-V2X, the new generation still relies
on ITS-G5 but modifies the upper protocol layers. We extend and amend the facilities layer to
satisfy the functional and performance requirements, in particular the CAM standard (ETSI
EN 302 637-2), and we introduce new facilities
layer components as shown in Fig. 5. The figure also illustrates enhanced networking and
transport protocols; we have already shown that
the GeoNetworking protocol can be adapted to
meet the network requirements for platooning
use cases [13]. Also, we introduce a modification
of BTP called Reliable BTP (RBTP). However,
here the focus is on facility layer components,
indicated by solid boxes in Fig. 5.
The vehicle state information conveyed in a
CAM (ETSI EN 302 637-2) is insufficient for
the convoy and cooperative intersection use

4 Available at http://etsi.
org/standards
5 ITS-G5 can be regarded as the European
variant of the former
“p”-amendment to IEEE
802.11, which has been
integrated into IEEE
802.11-2012.
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Figure 5. V2X communication architecture considered in the AutoNet2030
project.
cases. For planning maneuvers and avoiding
safety-critical situations, both use cases require
the exchange of periodic control-related data
between neighbor vehicles, such as their predicted trajectory. This trajectory is calculated by
the autonomous vehicle and cannot be measured
with external sensors. Additionally, driving in a
convoy requires the exchange of additional information, such as the distance to the preceding and
following vehicles, target speed and acceleration,
and convoy identifier.
In order to satisfy these data requirements,
we propose to extend the CAM standard with
additional high and low frequency containers
that carry the control data specific to cooperative
autonomous vehicles. The high frequency container includes only the minimum set of highly
dynamic vehicle attributes for convoy driving to
limit the total CAM size, including speed, heading, acceleration, and others. The low frequency
container contains the less critical vehicle control
data mentioned above.
In addition, two operating modes are introduced: normal mode and high awareness mode.
In normal mode, CAMs are broadcast with variable frequency according to the standardized
triggering conditions (i.e., between 1 and 10 Hz)
depending on the vehicle dynamics. The high
awareness mode augments the normal mode
and increases the transmission frequency to a
fixed value of 10 Hz. The newly introduced containers are only generated in high awareness
mode and transmitted to single-hop neighbor
vehicles using ITS-G5 on a separate service
channel to relieve the heavily used control
channel.

convoy controL communIcAtIon servIce
The convoy control communication service
(CCCS) supports the exchange of information
messages among cooperative vehicles in the
convoy driving use case and satisfies the functional requirement for convoy management. The
transmission frequency of convoy messages is
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dynamically adjusted depending on the convoy
properties and traffic conditions. The messages
exchanged among convoy vehicles via the CCCS
enable each vehicle to maintain a local graph,
whose nodes are the convoy members; the edges
represent the dependence of the vehicle dynamics. A decentralized vehicle control algorithm
performs the cooperative maneuvering, adjusting
the vehicle lateral and longitudinal dynamics to
keep a balanced formation and performing lane
changes as required [9].
The message types offered by the CCCS to
convoy members are the following.
Join/leave convoy: A join request is a single-hop broadcast message sent by an approaching vehicle, which detects a convoy and requests
to become a convoy member. Similarly, a convoy
vehicle that decides to abandon it (e.g., when
it reaches its destination) will broadcast a leave
request to inform its neighbors of its intention.
Lane change: A lane change message allows
convoy vehicles to change their lane within the
convoy. The message is broadcast by a convoy
vehicle to inform its neighbors of a planned lane
change. This way, the convoy members in the
destination lane will adjust their positions to
make space for the incoming vehicle.
Modify local graph: As a result of a lane
change or a new vehicle entering the convoy, a
vehicle may update its local graph. In this case,
the new graph is broadcast to its neighbors by
means of a modify local graph message. The
neighbor vehicles then modify their own local
graphs accordingly, thereby ensuring the consistency of the graphs among all the convoy members.

cooperAtIve LAne chAnge servIce
The cooperative lane change service (CLCS)
enables the communication for the cooperative
lane change use case. CLCS supports maneuver negotiations among vehicles not belonging
to the same convoy and relative space reservation by dedicated messages. The cooperative lane
change is divided into three phases.
Search Phase: The planned lane change of
a subject vehicle is announced in this phase, in
search of a peer vehicle to start the lane change
negotiation. This phase is optional and only executed when the subject vehicle has insufficient
awareness of the traffic situation, and is unable
to select the appropriate peer in advance. The
planned lane change is described in a lane change
request (LCR) message and is broadcast multihop around the lane change area. Any vehicle
receiving the LCR will decide, based on its own
planned trajectory, whether it is a suitable peer
and will respond with a lane change response,
which is unicast multihop to the subject vehicle. The subject vehicle eventually selects the
most appropriate peer vehicle and informs all
vehicles around the lane change area, including
the selected peer vehicle, about this decision by
broadcasting periodically an updated LCR message until the cooperative lane change has finished.
Preparation Phase: The selected peer vehicle
opens the requested headway distance, and both
vehicles adjust to the agreed speed and time of
arrival. Once prepared, the peer vehicle informs

IEEE Communications Magazine • December 2015

31

INFOCOMMUNICATIONS JOURNAL

Enhancements of V2X Communication in Support of
Cooperative Autonomous Driving

the subject vehicle with a lane change prepared
message that the next phase can start.
Execution Phase: The lane change maneuver
is executed in this phase without communication
support of the CLCS component. The maneuver
safety is ensured by the autonomous vehicles,
based on received CAMs and local sensor information.
During all cooperative lane change phases,
unexpected events may occur, which require to
abort the lane change. In this case, a dedicated
lane change abort (LCA) message is exchanged
between the subject and peer vehicle. The CLCS
component uses a retransmission and acknowledgment mechanism in order to improve the reliable delivery of LCA messages.

cooperAtIve IntersectIon controL servIce
The cooperative intersection control service (CICS)
supports the traversing of an intersection by
cooperative autonomous vehicles, that is, intersection management as the functional requirement. In order to allow for a collision-free and
deadlock-free intersection crossing, a roadside
unit acts as intersection controller to coordinate
the maneuvers of the vehicles approaching the
intersection [10]. The intersection controller
sends on-demand messages to incoming vehicles
in order to assign them priorities based on information about their current status and desired
trajectories; these regulate the order in which
they are allowed to cross the intersection.
The message types offered by CICS are below.
Intersection Entry Request: This unicast message is sent by approaching vehicles, which detect
the presence of the intersection controller. In the
intersection entry request, the vehicle specifies its
desired entry and exit lanes, the predicted time
to enter the intersection, and information about
the vehicle dynamics.
Intersection Entry Cancellation: With this
message, a vehicle is able to inform the intersection controller that it wants to cancel a previous intersection entry request, for instance, in
order to send a new entry request with different
parameters.
Intersection Entry Status: The calculated relative priorities by the intersection controller are
broadcast to all cooperative vehicles near the
intersection. With this information, the vehicles
are able to maneuver cooperatively and traverse
the intersection safely.
It is worth noting that CICS also supports
non-cooperative vehicles crossing the intersection. Two cases can be considered: first, if a
non-cooperative vehicle is driving on its own,
the intersection controller communicates the
assigned priority by means of traffic lights; second, if the non-cooperative vehicle belongs to a
platoon led by a cooperative vehicle, all the platoon vehicles will cross the intersection according
to the priority assigned to the platoon leader.

cooperAtIve sensIng servIce
The cooperative sensing service (CSS) enables
the sharing of detected objects, including vehicles, pedestrians, cyclists, and so on, by means of
cooperative sensing messages (CSMs) and enables
the cooperative sensing use case.
A CSM can describe up to 16 detected objects
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in terms of their main attributes, including position, heading, speed, acceleration, and respective
confidence level. Compared to raw sensor data,
such as video frames of a camera or point cloud
of a lidar, object attributes are less sensor-dependent and result overall in smaller messages being
transmitted.
The tendency in the design of future autonomous vehicles is to combine the data of multiple
sensors in order to create more concise detections and improve the overall detection accuracy compared to individual detections. The CSS
component can interface with such a sensor
fusion process in two ways: as a consumer and
as a producer of perception data. As a consumer,
the CSS constructs new CSMs with the sensor
fusion output. As a producer, the CSS component can provide the content of received CSMs
and act as a virtual sensor.
The nature of many perception sensors is to
measure and provide relative object attributes,
such as the distance or relative speed of a detected vehicle. Even though these values are appropriate for the control of an autonomous vehicle,
relative object attributes are not suitable for
inter-vehicle sharing. For this reason, the CSM
only contains absolute object attributes.
The CSS component constructs CSMs at a
rate of 1 Hz and disseminates the message over
a single wireless hop to the neighbor vehicles. In
order to deal with a higher data load, CSMs are
transmitted on the service channel (e.g., SCH1)
rather than on the control channel on which
packets are typically transmitted in 1G-V2X.

Vehicle-to-vehicle/infrastructure
communication
(V2X) increases the
planning horizon of
autonomous vehicles
and enables two key
features for autonomous driving: cooperative maneuvering
and cooperative
sensing.

concLusIon
Autonomous driving is regarded as a major
innovative step that has the potential to fundamentally transform the mobility of people and
goods. Today, most developments target standalone autonomous vehicles, which are capable
of sensing the surroundings and control the
vehicle based on this perception, with limited
or no driver intervention. The inherent drawback of this solution is the lack of coordination
among vehicles and the limited range of sensors, which results in suboptimal performance.
Vehicle-to-vehicle/infrastructure communication
(V2X) overcomes these drawbacks by increasing the planning horizon of autonomous vehicles
and enabling two key features for autonomous
driving: cooperative maneuvering and cooperative
sensing.
In this article, we have presented four use
cases for cooperative autonomous driving, and
analyzed their requirements for safe and efficient
operation. Compared to the first generation of
V2X communication systems (1G-V2X) and its
corresponding Release 1 of communication standards, cooperative autonomous driving requires
adaptations and extensions. We have presented
an evolution of the V2X communication system
as standardized by ETSI. In particular, we have
shown how the CAM standard as the V2X core
facility can be extended, and we have introduced
new facilities layer components.
The proposed V2X communication system
for cooperative autonomous driving uses an
enhanced ITS-G5-based protocol stack. This
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AutoNet2030 in
particular will focus
on the analysis of
quantitative performance requirements
using simulations
and demonstration
of AutoNet2030
concepts in a prototypical implementation. All in all, these

approach allows a gradual deployment of the
next generation of V2X communication for
cooperative autonomous driving relying on
1G-V2X. While the introduction of 1G-V2X is
expected in the next few years, AutoNet2030 and
other projects contribute to the development of
concepts, protocols, prototype implementations,
evaluation, and standards for the next generation
of V2X communication systems. AutoNet2030 in
particular will focus on the analysis of quantitative performance requirements using simulations
and demonstration of AutoNet2030 concepts in
a prototypical implementation. All in all, these
developments will demonstrate the level of automation that can be achieved by V2X communication toward the vision of fully automated driving.

developments will
demonstrate the
level of automation
that can be achieved
by V2X communication toward the
vision of fully automated driving.
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currently a postdoctoral researcher at the Technical University of Dresden, Germany, in the framework of the FP7
project AutoNet2030. His research interests lie in the fields
of nanoscale communication networks, vehicular networks,
and autonomous driving.
L uciano a LTomare is a researcher and developer at Centro Ricerche Fiat, FCA company, since 2007. He received
a Master’s degree (2006) in physics from the University
of Bologna, Italy. Currently his research activity is mainly
focused on vehicle-to-vehicle applications and prototype
integration.
f iLippo v isinTainer graduated in physics and is a senior
researcher of Centro Ricerche FIAT, Trento Branch, part of
FCA Vehicle Research and Innovation, where he has been
working since 2001. Within the European Framework Programmes he has been Project Manager within several projects on intelligent mobility, preventive safety, e-Inclusion,
and vehicular communication, including DRIVE C2X, TEAM
IP, AutoNet2030, and AdaptIVe. Lately he has been leading
an innovation project of his company on connected vehicle
services.
andras Kovacs has been working in the field of ITS for 10
years. His background is in telecommunication networks
research. He has contributed to the work of the Car-2Car Communication Consortium in the past, and currently
participates in the work of ETSI ITS. His research interests
relate to geonetworking, ITS applications, and their testing
aspects. He is currently the director of R&D at BroadBit and
the technology manager of AutoNet2030.
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IEEE Wireless Communications
and Networking Conference
19-22 March 2017
San Francisco, CA, USA
IEEE WCNC is the premier event for wireless communications researchers, industry professionals, and academics interested in
the latest development and design of wireless systems and networks. Sponsored by the IEEE Communications Society, IEEE
WCNC has a long history of bringing together industry, academia, and regulatory bodies. In 2017, the city of San Francisco and
the Silicon Valley will become the center of the wireless world by hosting IEEE WCNC’17. The conference will include technical
sessions, tutorials, workshops, and technology/business panels. You are invited to submit papers in all areas of wireless
communications and networks. Potential topics include, but not limited to:
Track 1: PHY and Fundamentals
· Channel modeling, characterization and estimation
· Modulation, coding, diversity, equalization, synchronization
· OFDM, multi-carrier modulation, waveform design
· Interference modeling, management, cancellation and alignment
· PHY strategies for low-rate, sporadic and asynchronous communications
· MIMO, massive MIMO and cloud-RAN
· Cooperative, device-to-device and multi-hop communication
· Cognitive radio, spectrum sensing
· Content caching and storage in wireless networks
· PHY layer design for cellular, wireless LAN, ad hoc and sensor networks
· Energy efficient and energy harvesting PHY layer design
· Joint information and energy transmission
· PHY layer security and privacy, ultra-wideband, mmWave and sub-THz
communication
· Information-theoretic aspects of wireless communications
· Signal processing for wireless communications
· Molecular and nano communications
Track 2: MAC and Cross-Layer Design
· Wireless MAC protocols for 5G: design, analysis, and optimization
· Cognitive and cooperative MAC
· MAC for mesh, ad hoc, relay and sensor networks
· Scheduling and radio resource management
· Cross-layer MAC design
· Software defined radio, RFID MAC
· QoS support and energy efficient MAC
· MAC protocol for energy harvesting wireless networks
· MAC design for multitier cellular/small cell networks
· Multiple access in machine-to-machine communication
· MAC for cloud-RAN
· MAC protocols for molecular and nano networks
· MAC protocols for mmWave networks
· Full-duplex MAC design
· Cross-layer design for massive MIMO and multiuser MIMO networks

Track 3: Wireless Networks · Network Estimation and Processing
Techniques
· Mesh, relay, sensor and ad hoc networks
· Mobility, location, and handoff management
· Wireless routing
· Multimedia QoS and traffic management
· Wireless broadcast, multicast and streaming
· Congestion and admission control
· Proxies and middleware for wireless networks
· Wireless network security and privacy
· Software-defined wireless networks
· Cognitive radio networks
· Mobile social networks
· Mobile cloud and fog networking
· Mobile big data and network data analytics
Track 4: Emerging Technologies, Architectures and Services
· Adaptive content distribution in on-demand services
· Context and location-aware wireless services and applications
· User-centric networks and adaptive services
· Wireless body area networks and e-health services
· Intelligent transportation systems
· Dynamic sensor networks for urban applications
· Wireless emergency and security systems
· Ultra-reliable communication
· Enabling regulations, standards, spectrum management
· Hybrid licensed/unlicensed spectrum access schemes
(e. g. licensed-assisted access)
· Technologies, architectures and enabling business models for
rural communications
· Satellite-based mobile access and backhaul
· Full duplexing · Joint access and backhaul schemes
· Testbed and prototype implementation of wireless services

Accepted and presented papers will be published in the IEEE WCNC 2017 Conference Proceedings and submitted to IEEE Xplore®.
Full details of submission procedures and requirements for authors of accepted papers are available at http://wcnc2017.ieee-wcnc.org.
IMPORTANT DATES
Paper Submission Deadline:
Notification of Acceptance:
Camera-Ready Submission:
Tutorial Proposals:
Workshop Proposals:
Panel Proposals:

30 September 2016
15 December 2016
12 January 2017
30 September 2016
Separate Call-for-Workshops
30 September 2016

COMMITTEE CHAIRS
General Chairs
Technical Program Chairs
Andrea Goldsmith, Stanford University Shungang Cui, Texas A&M University
Katie Wilson, Santa Clara University
Elza Erkup, New York University
Angel Lozano, Universitat Pompeu
Steering Committee Chair
Fabra
Khaled Letaief, HKUST

Participation should be submitted to the suitable conference track on EDAS.

For more information about IEEE WCNC 2017, please visit http://wcnc2017.ieee-wcnc.org.
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IEEE EUROCON 2017

6 – 8 July 2017 Ohrid, Republic of Macedonia
Important Dates

Venue: Metropol Lake Resort,
Ohrid, R. Macedonia

28 November 2016
Full paper submission
1 February 2017
Paper acceptance notification
6 April 2017
Early registration, Camera-ready papers
30 September 2016
Special Session proposal deadline
Honorary Chair

Karen Bartleson
2017 IEEE President
General Chair

Ljupco Karadzinov, IEEE Rep.
of Macedonia Section Chair
chair@eurocon2017.org

Second Call for Papers (Sep 2016)
IEEE EUROCON 2017 – 17th IEEE International Conference on Smart Technologies
EUROCON is a flagship event of the IEEE Region 8 (Europe, Middle East and Africa) held every two years
in a different country with participants from all over the world. EUROCON is a major international forum
for the exchange of ideas, theory basics, design methodologies, techniques and experimental results
between academia, research institutions and practitioners from industry. It has achieved a considerable
success during the past 16 editions in all fields of electrical and electronic engineering, ICT and computer
science covered by all IEEE Societies. The technical sessions are grouped in four tracks:
• Information & Communication Technologies
• Power Engineering and Energy
• Circuits, Systems and Signal Processing
• Industrial and Consumer Applications
KEYNOTE PLENARY LECTURES
5G as an Enabler of New Energy,
Transport, Production and other
Verticals by Professor Petar
Popovski, IEEE Fellow, Wireless
Communications, Department of
Electronic Systems, Aalborg
University, Denmark

State of the Art in Nanotechnology
by Professor Stephen Goodnick,
IEEE Fellow, Department of Electri‐
cal Engineering, Ira A. Fulton School
of Engineering, Arizona State
University, USA

Data Science Profession and
Education by Professor Yuri
Demchenko, System and Net‐
work Engineering Research
Group, University of Amsterdam,
Netherlands

Does DC Distribution Make Sense?
by Josep M. Guerrero
Professor in Microgrid, IEEE Fellow,
Department of Energy Technology,
Aalborg, Denmark.

¾

¾

The conference includes a
student competition and the
¾
EUROCON 2017 Best Student
What does European Energy
Paper Award:
Digital Life Live by Dr. Andrej
Turnover (Energiewende) Mean for
Tablet computer
Vckovski, CEO and co‐founded of
Small countries by Professor Rafael
IEEE R8 Best Student Paper
Netcetera, President of the Swiss
Mihalič, Head of the Department of
Internet Industry Association,
Contest 2017 awards will be
Power Systems and Devices, Uni‐
Zürich,
Switzerland
presented at the conference
versity of Ljubljana, Slovenia
Early Registration Fees
¾
5G Mobile Networks: Implications for Opera‐
IEEE Member
370 €
tors, Verticals and End Users by Professor
IEEE Student Member 280 €
Eckhard Grass, Leader of Joint‐Lab Wireless
IEEE Life Member
280 €
Broadband Communication Systems (IHP ‐ HUB),
Non IEEE members
450 €
IHP ‐ Leibniz‐Institut für innovative Mikroelek‐
Students non member 330 €
tronik and Humboldt‐Universität zu Berlin,
Accompanying person 260 €
Germany
Lunches included
The conference venue is the hotel complex Metropol Lake Resort, located near the magnificent city of Ohrid in the Republic of Mace‐
donia. The resort is located about 7 km south from the city of Ohrid and 14 km from the Ohrid airport. The distance from Skopje airport is
approximately 200 km and 175 km from Skopje city centre. The Resort enjoys a picturesque location on the coast of Lake Ohrid in the
downhill of the mountain Galichica, boasting 500 m long private beach with swimming pools and playgrounds, its own port, landscaped
gardens and pinewoods, and fantastic views overlooking the lake and surrounding National Park Galichica. The Ohrid city is referred to as
the "Jerusalem of the Balkans" due to its richness in churches, picturesque sites and monuments, while the Ohrid Lake, as the oldest in
Europe, has unique flora and fauna with more than 200 endemic species. Both, the city and the lake, are protected as UNESCO Cultural
and Natural World Heritage and are regarded as one of the best summer destinations.

Web page: http://eurocon2017.org/

SCIENTIFIC ASSOCIATION FOR INFOCOMMUNICATIONS

Who we are
Founded in 1949, the Scientific Association for Infocommunications (formerly known as Scientific Society
for Telecommunications) is a voluntary and autonomous professional society of engineers and economists, researchers and businessmen, managers and
educational, regulatory and other professionals working in the fields of telecommunications, broadcasting, electronics, information and media technologies
in Hungary.
Besides its 1000 individual members, the Scientific
Association for Infocommunications (in Hungarian:
HÍRKÖZLÉSI ÉS INFORMATIKAI TUDOMÁNYOS EGYESÜLET, HTE)
has more than 60 corporate members as well. Among
them there are large companies and small-and-medium enterprises with industrial, trade, service-providing,
research and development activities, as well as educational institutions and research centers.
HTE is a Sister Society of the Institute of Electrical and
Electronics Engineers, Inc. (IEEE) and the IEEE Communications Society.

What we do
HTE has a broad range of activities that aim to promote the convergence of information and communication technologies and the deployment of synergic
applications and services, to broaden the knowledge
and skills of our members, to facilitate the exchange
of ideas and experiences, as well as to integrate and

harmonize the professional opinions and standpoints
derived from various group interests and market dynamics.
To achieve these goals, we…
• contribute to the analysis of technical, economic,
and social questions related to our field of competence, and forward the synthesized opinion of our
experts to scientific, legislative, industrial and educational organizations and institutions;
• follow the national and international trends and
results related to our field of competence, foster
the professional and business relations between
foreign and Hungarian companies and institutes;
• organize an extensive range of lectures, seminars,
debates, conferences, exhibitions, company presentations, and club events in order to transfer and
deploy scientific, technical and economic knowledge and skills;
• promote professional secondary and higher education and take active part in the development of
professional education, teaching and training;
• establish and maintain relations with other domestic and foreign fellow associations, IEEE sister societies;
• award prizes for outstanding scientific, educational, managerial, commercial and/or societal activities
and achievements in the fields of infocommunication.

Contact information
President: GÁBOR MAGYAR, PhD • elnok@hte.hu

Secretary-General: ISTVÁN BARTOLITS • bartolits@nmhh.hu
Operations Director: PÉTER NAGY • nagy.peter@hte.hu

International Affairs: ROLLAND VIDA, PhD • vida@tmit.bme.hu
Address: H-1051 Budapest, Bajcsy-Zsilinszky str. 12, HUNGARY, Room: 502
Phone: +36 1 353 1027
E-mail: info@hte.hu, Web: www.hte.hu

